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Abstract

This paper methodology helps solves the security issues in cloud laasS (i.e. Infrastructure as a Service)
which mainly includes use of cloud request processors and database servers. In this paper, we propose
a novel heterogeneous framework to remove the problem of single-point performance bottleneck and
provide a more efficient access control scheme with an auditing mechanism. Our framework employs
multiple attribute authorities to share the load of user legitimacy verification. Meanwhile, in our
scheme, a CA (Central Authority) is introduced to generate secret keys for legitimacy verified users.
Unlike other multiauthority access control schemes, each of the authorities in our scheme manages the
whole attribute set individually. To enhance security, we also propose an auditing mechanism to detect
which AA (Attribute Authority) has incorrectly or maliciously performed the legitimacy verification
procedure.
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Introduction

Cloud storage is a promising and important service paradigm in cloud computing. Benefits of using cloud
storage include greater accessibility, higher reliability, rapid deployment and stronger protection, to name
just a few. Despite the mentioned benefits, this paradigm also brings forth new challenges on data access
control, which is a critical issue to ensure data security. Since cloud storage is operated by cloud service
providers, who are usually outside the trusted domain of data owners, the traditional access control
methods in the Client/Server model are not suitable in cloud storage environment. The data access control
in cloud storage environment has thus become a challenging issue. To address the issue of data access
control in cloud storage, there have been quite a few schemes proposed, among which Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) is regarded as one of the most promising techniques. A salient
feature of CP-ABE is that it grants data owners direct control power based on access policies, to provide
flexible, fine grained and secure access control for cloud storage systems. In CP-ABE schemes, the access
control is achieved by using cryptography, where an owner’s data is encrypted with an access structure
over attributes, and a user’s secret key is labeled with his/her own attributes.

Cloud basics

Cloud computing, or "the cloud”, concentrates on expanding the viability of the imparted assets. Cloud
assets are typically imparted by numerous clients as well as progressively reallocated for every interest
and pay for every utilization premise.

This can work for dispensing assets to clients. For instance, a cloud machine that serves Indian clients
amid Indian business hours with an application (e.g., email) may reallocate the same assets to serve China
clients amid China's business hours with an alternate application (e.g., an application server). This
methodology ought to build the utilization of processing power accordingly decreasing ecological harm
which are needed for a mixed bag of capacities.
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RELATED WORK

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) has so far been regarded as one of the most
promising techniques for data access control in cloud storage systems. This technology offers users
flexible, fine-grained and secure access control of outsourced data. It was first formulated by Goyal et al.
in [1].

Then the first CP-ABE scheme was proposed by Benthencourt et al. in [2], but this scheme was proved
secure only in the generic group model. Subsequently, some cryptographically stronger CP-ABE
constructions [3] were proposed, but these schemes imposed some restrictions that the original CP-ABE
does not have.

In [4], Waters proposed three efficient and practical CP-ABE schemes under stronger cryptographic
assumptions as expressive as [4].

To improve efficiency of this encryption technique, Emura et al. [5] proposed a CP-ABE scheme with a
constant ciphertext length. Unlike the above schemes which are only limited to express monotonic access
structures, Obtrovsky et al. [5] proposed a more expressive CP-ABE scheme which can support non-
monotonic access structures.

Recently, Hohenberger and Waters [6] proposed an online/offline ABE technique for CPABE which
enables the user to do as much pre-computation as possible to save online computation. It’s a promising
technique for resource-limited devices. In general, there are two categories of CP-ABE schemes classified
by the number of participating authorities in key distribution process. One category is the single-authority
scheme, the other is multi-authority scheme. In single authority schemes, only one authority is involved to
manage the universal attribute set, generate and distribute secret keys for all users.

In [7], the authors respectively proposed CP-ABE schemes with efficient attribute revocation capability
for data outsourcing systems. Wu et al. [5] proposed a Multi-message Ciphertext-Policy Attribute Based
Encryption (MCP-ABE) which encrypts multiple messages within one ciphertext so as to enforce flexible
attribute-based access control on scalable media.

The literatures [9] took the efficiency issue into consideration, but they mainly considered the
computation complexity inside the cryptography algorithms rather than interaction protocols between
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different entities in the real world, such as the procedure of user legitimacy verification. To sum up, in
single-authority schemes, the single-point performance bottleneck has not been widely addressed so far.
To meet some scenarios where users’ attributes come from multiple authorities, some multi-authority
schemes have been proposed.

SYSTEM ARCHITECTURE

The proposed work is planned to be carried out in the following manner.

data data

Privacy Policy

User
Inference

User

Group Permissio File
Service n service service

Usergroup Permission File

User Group User

Manager

Fig 3.4: System Architecture
The system will work in a proper manner where the owner of the data will have the complete authority of
accessing data and allotting the permissions to the other users in the organizations. In our scheme, we
separate the procedure of user legitimacy verification from the secret key generation, and assign these two
sub-procedures to two different kinds of authorities.
The owner will have full authority to create and assign the roles to the user only the owner will be able to
access all the data and assign permissions and authorities to various users for their work.
The owner of the data will protect important classified information from unauthorized users by using the
AES Encryption standard algorithm, and also by creating the group services and allotting permission for
accessing any files.

Algorithm used : AES
o Key Expansions
o For each round AES requires a separate 128-bit round key block plus one more. Initial
Round
o Add Round Key with a block of the round key, each byte of the state is combined using
bitwise xor. 2) Rounds
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o Sub Bytes in this step each byte is replaced with another byte.

o Shift Rows for a certain number of steps, the last three rows of the state are shifted
cyclically.

o Mix Columns a mixing operation which operates on the columns of the state, combining
the four bytes in each column.

e Add Round Key

o Final Round (no Mix Columns)

o  Sub Bytes

o Shift Rows Add Round Key.

RESULT ANALYSIS
Experimental Result

The system in java. For testing we have hosted each entity on different machines. The cloud, CA, AA and
TPA has core i-3 processor with 4 gb RAM. Client system has i3 processor with 2 gb ram. On every
system java runtime environment JRE-1.7 is installed. For development i have used jdk 1.7 and IDE:
Eclipse and Netbeans are used. For Database storage we have used mysql 5.3 database. For
implementation of our system we have followed the business structure of users. Following is the system
users structure with designation. Consider a scenario, if user wants to share data with manager and
developer of department 1 and 2. Following attributes will be required to generate key.
Departmant1-manager Departmant1-Developer

Departmant1-manager Department2-Developer

Here the ABE algorithm is implemented and its performance is calculated. | have evaluated time required
for token generation. The average time required for 10 users is 30 Mile Seconds. We are working on key
distribution servers and key management. After complete system implementation | will evaluate the
system performance with

- Upload download time for different files

- File share and key allotment times

File size in MB Key Generation Encryption time in Decryption time in
Time in Millisecond Millisecond Millisecond
1 219 5342 7949
2 213 8972 14321
3 214 14307 25379
4 229 20342 32572

Table. Performance Analysis

1769
ISSN: 2233-7857 IJFGCN
Copyright ©2020 SERSC



International Journal of Future Generation Communication and Networking
Vol. 13, No. 3, (2020), pp. 1766 —1771

CONCLUSION

In this paper, a, to eliminate the single framework is proposed to point performance bottleneck of the
existing CP-ABE schemes. By effectively reformulating CPABE cryptographic technique into our novel
framework, our proposed scheme provides a fine-grained, robust and efficient access control with one-
CA/multi-AAs for public cloud storage. Our scheme employs multiple AAs to share the load of the time-
consuming legitimacy verification and standby for serving new arrivals of users’ requests. We also
proposed an auditing method to trace an attribute authority’s potential misbehavior. We conducted
detailed security and performance analysis to verify that our scheme is secure and efficient. The security
analysis shows that our scheme could effectively resist to individual and colluded malicious users, as well
as the honest-but-curious cloud servers. Besides, with the proposed auditing & tracing scheme, no AA
could deny its misbehaved key distribution. Further performance analysis based on queuing theory
showed the superiority of our scheme over the traditional CP-ABE based access control schemes for
public cloud storage.
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