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Abstract 

With the progression of innovation, the Social Media has become a generally utilized medium of 

correspondence. Million quantities of individual all over on the planet can get the usage of innovation. 

Novel issues like Cyber stalking have been expanding worldwide consideration. Cyber stalking can be 

clarified as risking conduct or bothersome advances expected for another utilizing the Internet and other 

method for online correspondences and also different associations and organizations are additionally 

utilizing the web so as to present their items or administrations around the globe. This paper centers on 

giving security to users information by utilizing the argon2 and bcrypt hashing algorithms. The 

framework of Argon 2 hashing method along with bcrypt algorithm has been proposed to strength the 

security of the user data. 
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Introduction: Millions of people are hooked on to Social networking sites. However, allows people to 

socialize nevertheless of distance. Usage of social media has its own pros and cons as per the studies. 

With the development of social media, a common problem surfaced is fake online profiles. It allows one 

to steal the identity of another and take advantage on it. Social Media is the chief means of 

communication which allows the user to post their thoughts, ideas, news in no time etc. It plays a vital 

role and has remarkable place in globalization. Though Social Media has its superiority, there is always a 

question in users mind over social media – whether it is boon or curse for us. This question arisen because 

of anti- social activities which are charged by social media. 

Online social associations have made enormous amounts of information inside the systems. Such 

information contains numerous private and delicate insights concerning people. Subsequently, Data 

anonymization is required before the information are made generally accessible for commercial or logical 

research. Sensitive data must be protected in order to overcome the cyber-crimes such as cyberbullying, 

Cyber stalking, scams, harassments, robbery etc. 

On the off chance that putting away secret key (passwords) in a plain content or is undermined through 

simple encryption technique then there are potential outcomes of unscrambling of secret word and stolen. 

To protect the sensitive data of the users, cryptographic hashing algorithms are used. Hashing capacities 

are a fundamental piece of cyber security. Hashing the secret key is better technique than encryption 

because hashing is a one way function. Hash capacities are very valuable and show up in practically all 

data security applications. Hashing is a strategy for cryptography that changes over any type of 

information into a remarkable string of content. Any bit of information can be hashed, regardless of its 

measure or type.  
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The cryptographic hashing algorithm such as Scrypt, Sha_256, Sha_512, PBKDF2, Bcrypt, MD5, Argon2 

are the most recommended password hashing algorithms. This paper proposed the framework of Argon 2 

hashing method along with bcrypt algorithm to strength the security of the sensitive data. 

Review of Literature 

The research compared and analyzed the performance of three types of algorithm i.e; PBKDF2, Scrypt, 

Bcrypt in mobile platforms by developing the android application. It has found that among all these three 

types of algorithms PBKDF2 is faster but not strong as it has been cracked. Hence, Bcrypt and Scrypt is 

strongest and is depends on memory hard and takes more time and computational power to crack the 

password [1]. 

Another methodology is utilizing dispersed preparing to register different hashes at an exceptionally fast, 

making one of the most generally utilized hashing calculation SHA-512 which is not used excessively, 

and not considering all cryptographic parameters. And this framework proved that Bcrypt is the fastest 

algorithm with 3310 hashes per second [2].  

A 256 Bit Hash function designed i.e; FORK-256 which provides more security against attacks and faster 

computation than SHA_256 algorithm [3]. 

Another research focused on solving the two major features like authenticity and privacy for the network 

users which uses strong password, salt, key stretching and chaining method to minimize the data attacks 

[4]. 

Research based on cryptographic algorithm focused on Bcrypt hashing algorithm using Advanced 

Encryption Standard (AES) encryption technique to check whether the hashed password could be cracked 

using brute force attack and word reference table. This research applied Bcrypt algorithm on the original 

password and to undergo through the AES algorithm to get the final hashed password [5].  

The architecture, operation and features of Argon2 are simplified, compact in size and clear to understand 

which has been selected as the winner of PHC [6]. 

Argon2 

Argon2 is cryptographic hashing calculation, for secret key hashing. Argon2 has 3 variations: Argon2d, 

Argon2i and Argon2id. Argon2i is improved for secret key hashing. Argon2 has six information 

parameters such as secret key, salt, memory cost, execution time cost, parallelism factor based on quantity 

of parallel strings and hash length. Argon 2i is preferred for password hashing which uses data 

independent memory access. It is also suitable for password based key derivation method. Argon 2i is 

best in protecting the tradeoff attacks as it makes more passes over the memory [7] [8]. 

The values of the parameters of Argon2 are hash length is 16, memory cost is 102400, Parallelism is 8, 

salt length is 16 and time cost is 2. As the values of the parameters are visible in the function to any 

individual, security of the password is reduced. The parameters should not be invisible as the values are 

required for recalculation of hash value and also if the parameters are hidden, the verification process of 

the hash value is also gets difficult. Considering these points, the disadvantage of visible parameters has 

to overcome and the mechanism has to be improvized. 
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The Fig.1 shows working of Argon2, it depicts the working process of Argon2 where the password and 

salt value is given to the Argon2 hash function which uses the visible parameters with the password for 

encrypting which in turn generates the hash value. 

 

Fig.1 Working of Argon2 

In the existing system, it is found that the generated hash value is less secured because of visible 

parameters of the hash function which is not preferable for storing the user data. Hence hackers can easily 

trap the parameters values and hack the passwords. So, to eliminate this scenario, a new framework for 

enhancing the security is proposed. 

Proposed Framework 

In the proposed framework, the two best algorithms such as bcrypt and argon2 has used to provide greater 

mechanism of protecting the private data.  

The Fig.2: shows Proposed Framework, it projects that the original password is initially passes to the 

Bcrypt hash function for the encryption which uses two parameters password and salt (random generated 

value), the resultant hash value and salt will be given as an input to the argon2 hash function to get the 

final hash value which are stored. 

 

Fig.2: Proposed Framework 

By applying this method, the chances of hacking private data can be reduced. Though hackers found the 

value of the parameters and try to crack, the resultant value will be hash value again. Hence, this will lead 

hackers to be perplexed.  

Result and Analysis of Argon 2 

Tab.1 shows Parameters in Argon2 to depict the default values of Argon2 Parameters. 

Tab.1: Parameters in Argon2 

Argon2 Parameters 

SALT Size (In terms of Bytes) 

Default Size 16 

Minimum Size 8 

Maximum Size 4294967295 
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Rounds 

Default Rounds 2 

Minimum 

Rounds 
1 

Maximum 

Rounds 
4294967295 

Rounds Cost Linear 

User Defined Yes 

Encoding Method 

Encoded 

Checksum Size 
16 bytes 

Encoding 

Scheme 
Base 64 

Encrypted 

Password Size 
77 

 

Tab.2 shows the Hashed Values and Time Taken to generate the Hash Values to project the generated 

hash values from the password and the time taken to generate the values and also shows that the time is 

increasing based on the size of the password.  

Tab.2: Hashed Values and Time Taken to generate the Hash Values. 

Size of 

Password 

(In terms 

of Bytes) 

Password Hash Value 

Time 

Taken to 

Hash 

5 a@123 

'$argon2id$

v=19$m=10

2400,t=2,p=

8$89kmLhP

Zub8aT4Eg

zPuhwQ$O

PdpjAGAjF

hVn36jMq3

qew' 

1.7 

14 
abcdefghij

@123 

'$argon2id$

v=19$m=10

2400,t=2,p=

8$Mzb0Bu

ClpZgacAC

vHv6LGA$

x4fBM0py+

wrdpw4F8v

1.8 
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byZQ' 

20 

abcdefghij

klmnop@

123 

'$argon2id$

v=19$m=10

2400,t=2,p=

8$F2uugHtb

DjnnNjjKR

+CkiA$zlj1

7FXl+Jlk+d

38AJeueg' 

1.9 

27 

abcdefghij

klmnopqrs

tuvw@12

3 

'$argon2id$

v=19$m=10

2400,t=2,p=

8$GZoETu

m/B0T/pUO

ps+JW1w$n

YAUXPFx

ZgRFkOoa8

6n9SA' 

2.4 

 

The Fig.3 Time Analysis to Hash the Password shows that how the time is increasing based upon the 

password’s size. 

 

Fig.3: Time Analysis to Hash the Password. 

Conclusion 

In the study of Argon2 has been observed that there is a disadvantage of visible parameters in the hash 

function, due to which the security mechanism of user data is reduced. To overcome this problem, a new 

framework has been introduced by using two algorithms such as Bcrypt and Argon2. In this process, two 

hash values are generated wherein, the first hash value gets generated by passing the password through 

the Bcrypt hash function and the second hash value is generated by passing the hash value and salt to the 

Argon2 hash function and stored. Therefore, though the parameters of the hash function of Argon2 is 

1.7 1.8 1.9

2.4

5 Bytes 14 Bytes 20 Bytes 27 Bytes

TIME ANALYSIS OF ARGON 2
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visible to the hackers, the process of cracking the password will be challenging. Hence, the security of 

user data has been enhanced. 
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