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Abstract 

 Cyber security is undergoing tremendous growth in industrial and educational environment.  

Now a day’s cyber security experts are challenging the cyber criminals with latest cyber 

technologies. The cyber criminals are utilizing the vulnerabilities in the organizations to steal 

confidential information to exploit for financial empowerment. Vulnerability Assessment and 

Penetration testing is a most modern technique used to overcome the attacks from cyber 

criminals to avoid the data loss. Among the vulnerabilities high risk and low risk techniques 

are used. In this survey paper various techniques and tools used in VAPT technology will be 

analyzed. Using this survey, the whole techniques are explained in an effective approach. 

Vulnerability Assessment is the approach through which the security loopholes through 

which hackers can enter in the target system are identified. Penetration Testing is the 

simulation of attack as a hacker with the legal consent from the owner of the target system. 

They provide the security report and guidelines through which the owner can rectify the 

security holes through which the attackers can access the target system. The most effective 

tool used in penetration Testing is kali Linux OS which provides free and open access tools 

to perform the test successfully. This paper focuses on the various tools and techniques 

available in penetration testing to eliminate the threats from hackers or cyber criminals. 

Keywords - Hacking, Cyber security, Penetration Testing, Kali Linux, Vulnerability 

Assessment, VAPT 

I. INTRODUCTION 

Web application refers to the client server data transfer and communication. Client requests 

for information sharing and as a result server acknowledges and sends the requested data. As 

this is a fast process web applications are in good demand. So, web applications are in threat 

of cyber- attack from hackers. So before implementing a web page in live penetration testing 

is done to ensure its security from attackers. 

Ethical hacking refers to the process of analyzing the security holes in the organization 

through which the attackers can access the target system and access the confidential 

information. In this technique a group of testers known as pentesters will be performing the 

task. They will point out the security vulnerabilities which can be used by the hackers to 

access the system. They will follow the set of ethical norms legally with the consent of the 

organization. 

The security report generated by the pentesters is utilized by the target system owner to 
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rectify the security loopholes. Manual Testing requires long duration and complex 

procedures whereas automated testing requires only less time and uses automated tools. Web 

based vulnerabilities refers to the system flaws in the web applications. They include sql 

injection, Broken Authentication, Cross site Scripting, and so on. 

 

II. VULNERABILITY ASSESSMENT 

Vulnerability Assessment refers to the procedure of finding the security weaknesses of the 

target system. Different types of scanners and automated tools are used to identify the system 

flaws. 

The whole process can be subdivided into: 

a. Information Gathering 

b. Scanning to find vulnerabilities 

c. Getting Access 

d. Report 

Vulnerability Assessment refers to the identification available vulnerabilities in the 

organization through which the cyber criminals can attack the system. 

 

Fig.1. Vulnerability Analysis Graph 

 

III. PENETRATION TESTING 

This testing involves the scanning of target system for vulnerabilities and accessing the target 

system. After entering the system, the pen testers will try to steal the information and 

generates the detailed report regarding the vulnerabilities and counter measures. The 

vulnerability analysis graph is shown in fig.1[1] 

The same methodologies of hackers is adopted by pen testers in this case but with the legal 

consent of the owner to perform the attack. Using the report, the owner can rectify the security 

flaws and can eliminate the threats caused by the hackers. The whole pen testing process can 

be subdivided into: 

a. Planning the target machine 

b. Data gathering about target machine 

c. Scanning the Vulnerabilities 
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d. Attacking the target 

e. Gaining Access 

f. Report 

g. Exiting and Clearing 

 

In planning step the pen tester will analyze and decide the target machine he should select. 

The pen tester can create a pen testing environment using Virtual box or VMware. Common 

port numbers are shown in table.1[3]. The target machines can be imported to the virtual box. 

In Pen testing the most efficient tool used is Kali Linux OS because it contains all automated 

tools needed to perform the attack. So, kali Linux which acts as the Host OS is also imported 

to the environment. Kali Linux OS contains all the automated tools available to perform pen 

testing attack. So, no need to install the tools. 

Table.1. Common Port numbers 

 

In Nmap scan we get an overall information about the open ports. Then we can analyze the 

services we can run through the open ports available. Through the open ports we can identify 

the suspicious files available. By using these suspicious files, we can identify the 

vulnerabilities present in the target system. By exploiting these vulnerabilities, the pen tester 

can access the target machine. 

Table.2. Top VAPT Tools 

 

 
 

In step b information regarding the target machine is collected to perform the pen test. Various 

tools like Nmap, ipconfig, Dirb are used to collect the data. After collecting needed 
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information Vulnerability scanning is performed. The penetration testing phases are shown in 

fig.2[1] 

In Scanning phase various automated tools and methodologies are utilized to identify the 

security loops in the target machine. In attack phase the pen tester will gain access of the 

target machine by using the identified vulnerabilities. Here initially he will try to get access 

into the target by using the exploits available. Then he will try to get privilege as root user or 

top admin root privilege only he can perform the pen testing. 

In final stage the pen tester organizes the information and results to analyze the output and 

security flaws present to the owner of the organization. The top vulnerability analysis and 

penetration testing tools are shown in table.2[1]. 

The results of the pen testing are properly arranged so that the owner should identify the 

weakness of his organization and rectify it. Then the system should be returned to its original 

state before the pen test. All the results and attacks are cleared to return the target system 

efficiently. This final phase is referred as clearing and exiting from the target system by the 

pen tester. By using the generated report they could eliminate the threats from hackers. 

 

IV. RELATED WORK 

VulnHub is a famous website for security researchers. Everyone can download target 

machines from this website. The target machine Symfonos I imported from VulnHub. 

Penetration Testing Lab: 

Testing lab for pen testers is the place where they gather information and to perform practical 

attack methods against the vulnerable systems. 

Penetration testing lab is set up on Virtual Box as it allows us to create Virtual Machines 

inside the current OS (Host OS). 

a.Oracle Virtual Box Download: 

https://www.virtualbox.org/wiki/Downloads 

b. Host OS- Kali Linux 

Download - https://www.kali.org/downloads/ 

c. Target Machine- Symfonos1 

Download: https://www.vulnhub.com/entry/djinn- 1,397/ 

Step 1: To find the IP address of the target machine. Pen testers use different commands to 

achieve this like arp-scan, nmap or netdiscover. I’ll use arp-scan in this case, but you can use 

any other one also. 

$ sudo arp-scan –l 

https://www.virtualbox.org/wiki/Downloads
https://www.kali.org/downloads/
https://www.vulnhub.com/entry/djinn-1%2C397/
https://www.vulnhub.com/entry/djinn-1%2C397/
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Fig.2. IP Scan 

Now I got the IP of the target machine. 192.168.0.112, So I can start to enumerate the target. 

IP scan is shown in fig.2 

Step 2: Let’s scan the target to see which ports are opened and what services they are 

running. 

$ nmap -sV -sC 192.168.0.112 -o scriptscan 

 

Fig.3. Target port Scan 

 

I found out that port 22(SSH), 25(SMTP), 80(http), 139(samba) and 445(samba) are open on 

the target machine. We can also see the version of the services running. Port scan details of 

target system are shown in fig.3. 

Step 3: Let’s visit the webserver running on this machine on port 80. The site only had an 

image and nothing else. So suspicious files are not found here. Only by analyzing the 

open ports in Nmap scan the pen tester could select the service should be used to identify 

the vulnerabilities in the target system. 
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Fig.4. Web Enumeration 

Step 4: Let’s try to do directory brute forcing with gobuster to find any interesting 

directories or files. Web enumeration is shown in fig.4.. 

$ gobuster dir -u http://192.168.0.112/ -w 

/usr/share/wordlists/dirbuster/directory-list-2.3- medium.txt 

 

Fig.5. Directory Bruteforcing 

Step 5: Let’s enumerate the smb port. Directory Bruteforcing is shown in fig.5.$ smbclient -

L //192.168.0.112/ 

 

Fig.6. Port Enumeration 

http://192.168.0.112/
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A couple of shares are found here. Port enumeration is shown in fig.6.  Let’s access 

anonymous as guest. 

Fig.7. Accessing Target as Guest 

 

And I got a file called attention.txt downloaded to our system with get command. Accessing 

the target system as guest is shown in fig.7 

 

Fig.8. Listing File Info 

 

I will try those passwords for helios share. File information is listed in fig.8 

 

Fig.9. Checking Credential 

Let’s check the inside part. Credentials are checked in fig.9 
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Fig.10. File Info Listing 

Let’s check /h3l105 and file info is listed in fig.10. 

 

Fig.11. Wordpress Site 

 

Here I got the wordpress site. The wordpress site is shown in fig.11 

Step 6: Let’s run wpscan on it to find any vulnerability. 

$ wpscan --url http://symfonos.local/h3l105/ -e 

- 

Fig.12 Check for Vulnerability 

 

I found this plugin installed called mailmista. Let’s check on google for any possible 

vulnerabilities in this plugin. Vulnerability checking is shown in fig.12 and 13. 

http://symfonos.local/h3l105/
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Fig.13. Vulnerability Check 

Step 7: Let’s try this vulnerability on the target url. 

 

Fig.14 Telnet command Injection 

 

This step worked and could see the output of id command printed out by executing Telnet 

command injection is shown in fig.14. 

symfonos.local/h3l105/wp-content/plugins/mail- 

mista/inc/campaign/count_of_send.php?pl=/var/ma il/helios&cmd=id on browser. 

Step 9: Let’s get a reverse shell with this RCE. 
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Fig.15. Vulnerability Implementation 

 

And it worked. So, we got an LFI on this system. Let’s try to convert it to RCE. Vulnerability 

implementation is shown in fig.15. After some research on google I found this article: 

https://liberty-shell.com/sec/2018/05/19/poisoning/ 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.16. Reverse Shell 

for smtp log poisoning to get a RCE on the system. 

Step 8: I used telnet to connect to the smtp port to send a mail to the user helios and injected 

a php variable “cmd” which will get executed as system command upon calling. 

symfonos.local/h3l105/wp-content/plugins/mail- 

mista/inc/campaign/count_of_send.php?pl=/var/ma il/helios&cmd=id on browser. Reverse 

shell is shown in fig.16 

$ sudo nc -nlvp 6886 on kali OS 

Step 10: Let’s run linpeas enumeration script to find out any possible way to escalate to root 

user. Linpeas enumeration is shown in fig.18. 

 

https://liberty-shell.com/sec/2018/05/19/poisoning/
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Fig.17. Linpeas Enumeration 

 

Fig.18 Linpeas Enumeration Result 

 

Linpeas script found this unknown binary called statuscheck. Linpeas enumeration result is 

shown in fig.19. 

After checking the binary with strings command. 

 
Fig.19 Use of PATH Environment Variable in Curl Command 

 

It’s running curl without specifying absolute path for curl binary. We could take advantage 

of that by having our own curl binary and manipulating the PATH environment variable. 

Curl command execution is shown in fig.20. 

Step 11: Let’s first make our malicious curl file inside /tmp. Malicious curl file usage is 

shown in fig.21 
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Fig.20 Use of Malicious curl file 

 

Now change the path variable and run the statuscheck binary. Status binary check is 

performed in fig.22. 

 

 

Fig.21 Executing statuscheck binary 

 

Fig.22. Login as Root User 

And our effective userid is changed to root now. 

Step 12: Let’s get the root flag. Root user login is shown in fig.23.Root flag is shown in 

fig.24. 

 

Fig.23 Permission Enumeration Result as root flag 

Finally, I have accessed the target machine as root user. Now I have all permissions and can 
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access all the data from the system. 

As a successful pen tester next step properly organizing all the vulnerabilities and result. 

The report is generated with proper documentation so that the management should eliminate 

the vulnerabilities and overcome the attack from unknown Hackers. 

V. RESULTS 

 

Fig.24 Vulnerability Report 

 

 

                                          Fig.25 Severity Report 

 

                                                   Fig.26 Severity Graph 

 

                                                       Fig.27 Vulnerability Scan 
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Fig.28 Vulnerability List Found 

 

Fig.29 Severity Scan Result 

 

VI. FUTURE WORK. 

In the proposed scenario I have identified the available vulnerabilities and have done proper 

enumerations to access the target system as root user to obtain full permission to access all the 

data available. Here the complexity is intermediate. Similarly, we can analyze target systems 

with higher complexity and more vulnerabilities using higher methodologies available. 

VII. CONCLUSION 

Vulnerability Assessment and Penetration Testing companies provide a major helping hand 

for the organizations and institutions suffering from data theft caused by unknown cyber 

criminals or hackers. VAPT services provide the complete list of weaknesses and results 

caused by the vulnerabilities in their organization. They perform the pen testing based on the 

client requirements and with the legal consent from them. This leads to the steppingstone in 

cyber defense and cybersecurity. In this way the organizations can overcome the threat 

causing vulnerabilities using the report generated by the pen testers. 
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