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ABSTRACT 

Advancement in sensor technologies has resulted in the rapid evolution of the Internet of Things (IoT) 

applications for developing behavioral and physiological monitoring systems such as IoT-based student 

healthcare monitoring systems. Nowadays, a growing number of students living alone scattered over wide 

geographical areas, and tracking their health function status is necessary. In this work, an IoT-based 

healthcare monitoring model is proposed to continuously check vital signs and detect biological and 

behavioral changes via smart healthcare technologies. In this model, vital data are collected via IoT 

devices. Data analysis is carried out through the Dynamic Rule Soft Signaling (DRSS) method for detecting 

the probable risks of patient physiological and behavioral changes. The experimental results reveal that 

the proposed model meets the efficiency and proper accuracy for detecting the patient condition. This 

research work also mainly focuses on Electronic Health Records (EHRs) security requirements for storing, 

searching, accessing, sharing and auditing in Cloud Healthcare Monitoring System (CHMS) using 

Dynamic attribute-based encryption (DABE) system. After evaluating the proposed model, the Dynamic 

Rule Soft Signaling method and Dynamic attribute-based encryption (DABE) system have achieved the 

highest accuracy of 97%, which is a promising result for our purpose methods. The proposed methods’ 

results outperformed decision tree, random forest, and multilayer perceptron neural network algorithms. 

Problem Statement 

i. The conventional physiological monitoring systems are too bulky to be used for wearable 

monitoring. 

ii. There is a need for Remote Patient Monitoring to monitor the vital parameters in different 

environments such as hospitals, homes, and ambulatory setting 

iii. Although there are many studies on medical management and the Internet of Things in the 

literature, there is no standardized protocol for sharing information across platforms. 

iv. There is a need to support comprehensive monitoring, analysis, and storage and retrieving of data 

anywhere, anytime. 

v. Existing systems reduce the scope of security options implemented in resource-limited 

environments 

 

Objectives 

The primary objective of this research work is to design an efficient Healthcare monitoring system 

for the enablement of securely managing EHRs in the Cloud. The objectives of the research are enumerated 

as follows:  
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i. To design a Healthcare monitoring system framework using an IoT platform and develop an IoT-

based approach for disease diagnosis using the DRSS method.  

ii.  To identify various security issues and to design architecture to manage EHRs in Cloud using 

Searchable Symmetric Encryption. 

iii.  To improve the security for fine-grained access control of EHRs in the Cloud by removing key 

escrow and allowing immediate user revocation.  

iv.  To design a secure framework for ensuring EHRs integrity in the Cloud using fine-grained 

auditing. 

Proposed System 

In this proposed work, the vital parameters such as temperature, pressure, pulse oximeter and mems 

sensor readings are monitored using Raspberry pi. These sensor signals are sent to Raspberry pi via an 

amplifier circuit and signal conditioning unit (SCU). The signal level is low (gain), so the amplifier circuit 

can gain the signals and transmit the signals to the Raspberry pi. Here, patients' body temperature, heart 

rate, and pressure are measured using respective sensors. It can be monitored on the computer screen using 

Raspberry pi connected to a cloud database system and monitored worldwide using an internet source. The 

proposed method of patient monitoring system monitors patient’s health parameters using Raspberry pi. 

After connecting the internet to the Raspberry pi, it is connected to a cloud database system that acts as a 

server. Then the server automatically sends data to the receiver system. Hence, it enables continuous 

monitoring of the patient’s health parameters by the doctor. Any abrupt increase or decrease in these 

parameter values can be detected at the earliest, and hence necessary medications can be implemented by 

the doctor immediately. 
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1. Raspberry pi is the controller board which is a heart-whole system using Dynamic Rule Soft 

Signaling 

2. All the different analog sensors are connected to Raspberry pi through analog pins 

3. Here the ESP8266 WiFi module connects the whole system to a WiFi network 

4. Data from sensors are uploaded to the cloud with secure communication using the Dynamic 

attribute-based encryption method 

 

Expected outcome 

Communication among sensor nodes using the Internet is challenging since sensor nodes contain 

limited band width, memory, and small-sized batteries. The widely used microprocessor technique may 

overcome the issues of storage capacity. In this work, we have discussed some issues of PC, IOT& sensor 

network. To develop a new protocol in the sensor network, the specific application-oriented scenarios are 

of important consideration. Keeping this in mind, we have discussed some applications of a patient 

monitoring system. 
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