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ABSTRACT 

             Multimedia applications have exploded because of the Internet revolution. As a result, it has become a 

standard practice to copy, transfer, and share digital data, which has led in the unlawful use of data resources 

and the hacking of it by unauthorized users. 

One of the recommended methods for copyright protection is digital watermarking. This study emphasizes the 

need of digital image watermarking, which secures images by hiding a watermark image in it, to show its 

legal ownership. 

This study proposed a technique for embedding and retrieving a watermark image. For further protection, the 

watermark image is encrypted with a secret key and implemented on the Raspberry Pi4 platform.It gave a 

good robustness against many attacks. Python has been used to perform and implement this work. 

Keywords: Copyright protection, (LSB) least significant bit embedding, watermarking (PSNR) peak signal to 

noise ratio, Raspberry Pi4. 

1. Introduction  

The technique of watermarking is used for hiding data or information inside digital multimedia. This 

study is focused particularly on the digital image watermarking. Digital watermarking gets common, 

especially when adding watermarks that cannot be detected, such as author's information or copyright 

information [1]. For this reason, robust methods were developed so that they can protect the rights proprietary 

of the owners of data. In the embedding process of digital image watermarking, a digital image - which is 

named a watermark - is embedded inside a host image, the resulted image which is called watermarked image 

is saved or transmitted. After that extracting the watermark image enables the owners of data to confirm the 

authenticity and ownership of their object [2]. 

 

1.1 basics of watermarking technique  

"Insertion of a watermark should be done in such a way that the watermark can be completely recovered from 

the watermarked image. The extraction process becomes more difficult when images are transmitted over a 

network. Many intentional and unintentional alterations can be applied on it. In such cases, survival of 

watermark image is desirable. A watermark that survives different attacks is called a robust watermark. 

Another requirement of the watermark is the invisibility, which should keep the perceptual quality of the 

original images high. The watermark is preferred to be totally invisible. Robustness and invisibility are 

contrary, i.e. increasing the robustness means embedding the watermark with more intensity which decrease 

the quality of the watermarked image. On the other hand, using low embedding intensity will produce higher 

quality watermarked images but with less robustness. Watermarking can be implemented as time domain or 

transform domain processes. Time domain attempts are characterized by simplicity and low computation 

overhead, this study implemented watermarking by using the spatial domain" [3]. 

1.2 literature review  

"In 2008, Houtan Haddad Larijani, and Gholamali Rezai Rad; proposed a new algorithm for watermarking in 

spatial domain. They choosed spatial domain to take advantage of its relatively low calculation complexity 

when compared to any technique requiring domain transforms. The algorithm was implemented in pixel by 
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pixel comparison between host image and watermark pixels. For each pixel of the host image, if its 

corresponding value equals to the compared pixel in the watermark, then save its position as a key". Therefore, 

they called this algorithm as "Save Algorithm" [4]. 

"In 2018,  Ghadi, L. Laouamer, L. Nana, and A. Pascu; proposed a study of a watermark embedding using the 

spatial domain depending on the analysis of texture and associated rules were performed. The researchers 

suggested to embed a watermark in highly textured places in the host image in order to increase and enhance 

the imperceptibility and the robustness" [5]. 

"In 2019, Qingtang Su, Decheng Liu, et-al; proposed a novel spatial domain color image watermarking 

technique to rapidly and effectively protect the copyright of the color image. First, the direct current (DC) 

coefficient of 2D-DFT obtained in the spatial domain was discussed, and the relationship between the change 

of each pixel in the spatial domain and the change of the DC coefficient in the Fourier transform was proved. 

Then, the DC coefficient was used to embed and extract a watermark in the spatial domain by the proposed 

quantization technique"[6]. 

" In 2020, Sanjay Kumar1 & Binod Kumar Singh;Here digital image watermarking technique based on LSB 

Substitution and Hill Cipher presented and examined in this paper. For better imperceptibility a watermark 

was inserted in the spatial domain. Further the watermark was implanted in the Cover Image block having the 

highest entropy value. To improve the security of the watermark hill cipher encryption was used. Both 

subjective and objective image quality assessment technique was used to evaluate the imperceptibility of the 

proposed scheme" [7]. 

 

2. Theoretical Background 

"Digital watermarking includes two major processes: embedding and extracting. The watermark is 

inserted into the host data during the embedding procedure. After embedding the watermark, the 

original digital data (multimedia content) will be somewhat changed, and this changed data is referred 

to as watermarked data. During the extraction procedure, the embedded watermark is removed from 

the watermarked data. The retrieved watermark is then matched with the original watermark; if the 

watermarks are identical, the data is considered as authenticated". [8] 

Figure (1) shows a typical watermarking system, which comprises a watermark embedder and a 

watermark extractor.[9] [10]. 

 

 

 

 

 

 

Figure 1 : "A Typical Watermarking System [10]" 

2.1 Types of Watermarking Systems  

The following are several kinds of watermarking methods: 

a- Robust and Fragile Watermarking:In robust watermarking, any modifications to the 

watermarked image or video will not affect the watermark, while in fragile watermarking, any 

changes to the watermarked material will alter or destroy the watermark.[11] 
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b- Visible and Invisible Watermarking: Visible watermarking occurs when the material is visible 

to the human eye, while transparent watermarks, also known as invisible watermarks, occur when 

the content is not visible to the human eye.[12] 

c- Blind and Non-blind Watermarking: The techniques of watermarking are commonly classified 

into two prominent types: non-blind or blind, it depends on necessity of the host image to extract 

the watermark image. As it is known, the algorithms of non-blind watermarking are inconvenient 

for the practical applications as they need the non-watermarked image to be presented throughout 

the extraction stage.[13] 

d- Spatial Domain andFrequency Domain Watermarking: Watermarking algorithms may be 

based on a spatial domain or a transformed domain. The pixel values of one or more randomly 

chosen subsets of pictures are altered via spatial domain watermarking. It puts the raw data 

straight into the image pixels. It may be based on the use of various patches or least important bit 

planes. The change of transform coefficients is the basis for transform domain watermarking. 

DCT and DWT are two of the most frequently utilized transform domain techniques.[14] 

2.2 Attacks  

Different types of attacks occur on the watermarked media when it is transmitted. This research 

tackles some of those attacks, which might be manifested as follows [15]:  

Interference Attacks: Concerning this sorts of attacks it inserts noise to the watermarked 

media, and there are several examples for this type, including quantization, compression, etc.  

Geometric Attacks:In this type geometry of the image ischanged. Examples of this type: 

cropping, rotation, etc.   

Active Attacks: These attacksare considered as the most important ones. The user who is not 

authorized attempts to detect the watermark or creates another watermark so that detection cannot 

be performed disregarding the operation used.  

Image DegradationAttacks: In attacks of this type, parts of the image are removed, this results in 

watermarks partial or fulldamage. Examples of these attacks are: partial cropping and Gaussian 

noise. 

 

2.3  Peak Signal to Noise Ratio : 

  The watermarked images quality can be evaluated by using, some parameters like:" MSE and PSNR ". 

"(MSE) Mean Squared Error": this is resulted of the squared average of the difference between the host image 

and the watermarked one. It is calculated by using equation (1):"  

𝑀𝑆𝐸 =
1

𝑃𝑄
    𝑚 𝑖, 𝑗 − 𝑛 𝑖, 𝑗  𝑄

𝑗=1
𝑃
𝑖=1 ^2 (1)

Where; P and Q are the image "height and width" respectively. Moreover, m(i,j) stands for the pixel's value 

in the host image and n(i,j) stands for the pixel's value of the embedded image [11].  

 (PSNR) Peak Signal to Noise Ratio": It determines the ratio of quality in the watermarked image in relation 

to the host image as in equation (2): 

"𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔10  
𝐿∗𝐿

𝑀𝑆𝐸
 (2)

Where: L is the highest pixel value of the image, i.e. for image of "8" bits, L=255 [16]. 
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2.4 Normalization Cross Correlation(N.C.) 

"The watermark will be exposed to a variety of well-known attacks, and the scheme's efficacy will 

be evaluated. A normalized correlation, which is the correlation between the original and recovered 

image, is computed to measure the picture's robustness, or how well it can resist an assault, as 

described by the following equation: 

𝑁𝑐 𝑊,𝑊 ′ =
  𝑊′ 𝑖,𝑗  𝑁−1

𝑗=0
𝑀−1
𝑖=0

   𝑊 𝑖,𝑗   2𝑁−1
𝑗=0

𝑀−1
𝑖=0

(3) 

Where (W), and (W') are the embedded and the extracted watermarks respectively, each with 

dimensions M*N [17]. With NC =1, meaning no change". 

 

2.5 Raspberry Pi 4 

Raspberry Pi is a card machine developed in February 2012 by the Raspberry Pi Foundation, 

which can execute small to medium tasks that can be done by a conventional desktop computer. It 

provides major improvements in processor speed, multimedia performance, memory, and 

connectivity compared with the prior- 

version “Raspberry Pi 4 Model B” while 

maintaining drawbacks as the 

consumption of power.  [18]. As seen in 

Figure (2) 

 

 

 

 

 

 

 

Figure 2 :  Raspberry Pi4 Model  

3. Methodology 

"In order to complete the requirements of concealment, durability and strength, the study system was proposed, 

which includes dividing the host image into a number of blocks equal to the number of pixels of the 

watermark, the dimensions of each block are inversely proportional to the dimensions of the watermark. A 

symmetric key was used to encrypt the watermark before burial and re-decrypt it after retrieval to increase 

security in the two aforementioned operations". 

3.1 Watermark Image Modulation 

"Let The watermark image, I=[i1, i2, i3, … in] with ii {0,1} is an n-bit sequence of any watermark 

image like a name or logo for the owner. 

The watermark image is encrypted or modulated via bitwise XOR operation with a secret key bit 

sequence K=[k1, k2, k3, … kn] with ki {0,1} to obtain the modulated watermark image W=[w1, w2, w3, … wn] 

with the same size of I and K, as shown in Figure (3). 

Seed number is used as a pseudo-random number generator is regarded as a private key for the 

proposed algorithm for embedding and extraction process". 
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Figure 3 :  The process of watermark image modulation 

 

3.2 Embedding Algorithm  

Before embedding process the original host image is splinted into (n*n) blocks which equals to the 

watermark image dimension. The dimension of each block is calculated as follows: 

n = ((M*N)/(X*Y))
1/2  

 

Where M and N are the dimensions of the host image, X and Y are the dimensions of the watermark 

image. 

The embedding process in each block of the host image is processed according to the steps below: 

1. Read the original host image.  

2. Read the watermarkimage. 

3. Subdivide the host image into (n*n) blocks which equals to the watermark image dimensions.  

4. Read seed number for encrypting the watermark image 

5. Encrypt (Modulate) the watermark image using binary random sequence numbers depending 

on the seed number via XOR operation. 

6. Get the first pixel (bit) of the watermark image. 

7. If the pixel value of the watermark image = 0 then clear (b1=0) of all 8-bit block pixels, 

otherwise set (b1=1), where b1 is the bit next to least significant bit (with weight=2
1
) of each 

8-bit pixel in that block.  

8. If there is an additional pixel in the watermark image, get the next pixel of the watermark 

image and go to step 7, otherwise; 

9. End. 

Figure (4) shows flow chart of the embedding process. 
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Figure 4 : flowchart of the embedding process 
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3.3 Extraction Algorithm 

According to the procedure of embedding, the process of extraction is done as the following: 

1. Read the watermarked image. 

2. Read the seed number to decrypt the watermark image 

3. Subdivide the watermarked image into n*n blocks. 

4. Locate the current block of the watermarked image. 

5. Get the value of b1 of each pixel in the current block, and then calculate the number of zeros and 

the number of ones in each block. 

6. If the number of zeros is greater than the number of ones in the current block, then the current 

pixels of watermark image is “0” otherwise the current pixel is “1”. 

7. If there are additional blocks in the watermarked image, get the next block of the watermarked 

image, go to step 4. 

8. Decrypt the watermark image by using the binary random sequence numbers depending on the 

seed number. 

9. Display the watermark image. 

10. End. 

 

Note: The N.C. is nearest to 1 when the size of the host image is much greater than the watermark image size 

because the size of all blocks will be bigger. 

 

Figure (5) shows flowchart of the extraction process. 
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Figure 5 : flowchart of the extraction process 
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3.4Implementation on Raspberry pi4 

"PYTHON, was used to implement the above algorithm under UBUNTO environment. The Raspberry Pi4, its 

specifications are (Broadcom BCM2711, quad-core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz, 4G RAM, 

SD card 64G).[18] 

The main important libraries used in proposed system implemented in PYTHON are : [19] 

 Numpy (Numerical Python): It provides a high-performance multidimensional array object and tools 

for working with these arrays. 

 Tkinter (Tk interface): The tkinter package is the standard Python interface to the Tk GUI toolkit.  

 Pillow:This library provides extensive file format support, an efficient internal representation, and 

fairly powerful image processing capabilities. 

Figure (6) illustrates a brief block diagram of the implementation above proposed system on Raspberry Pi4". 

 

 

 

 

 

 

 

 

 

 

 

Figure6 :Block diagram of implementation of the proposed system on Raspberry Pi4 

 

4. Experimental Results 

"The proposed algorithm has been evaluated by using the standard Lena and Bird images, with image 

dimensions of 512*512 pixels as the host image where the binary logo image (NOOR) was chosen to 

be of 32*32 bits 
The results show that the watermarked image quality is good and as will be shown it is robust to many attacks. 

P.C

. 

Raspberry Pi4 

https://docs.python.org/3/library/tkinter.html#module-tkinter
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Figure 7: Embedding and extracting the watermark in Lena image. 

 
Figure (7) shows the hiding process of (NOOR) watermark image in the (Lena) image, where the value of 

PSNR = 45.151 dB, which is an acceptable value. From the other hand, the same figure shows the watermark 

extracting process, and the value of NC = 1 because no attack was launched on the image ". 
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Figure (8)demonstrates that thesame watermark is also hidden in the Bird image, the value of PSNR = 45.201 

dB which is also acceptable.In the same Figure, it displays the result of extracting the watermark image at the 

value of NC = 1. 

 

 

Figure 8 : Embedding and extracting the watermark in Bird image. 

Figure (9) manifests the process of extracting the watermark image after determining its size and the value of 

NC = 0.9044 after attacking the image by compressing it with a value of 85%. 

 

Figure 9: Extracting watermark from Lena image after a compression attack 

Figure (10) displays the process of extracting the watermark image
, 
here the value of NC = 0.7111 after 

attacking the imageby rotating it by 45 degrees in the clockwise direction. 

 

Figure 10: Extracting watermark from Bird image after a rotation attack 
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Table (1) demonstrates the overall processes of embedding and extracting for the (NOOR) watermark image 

on two host images (Lena and Bird) with five types of attacks and the results were very acceptable. 

Table 1: The overall processes of embedding and extractingresults 

Attack/Image Lena 

PSNR=45.151 

Bird 

PSNR=45.201 

No attack 

 

N.C. =1 

 

N.C. =1 

Median filter 

 

N.C. =1 

 

N.C. =1 

Cropping (20%) 

 

N.C. =0.5299 

 

N.C. =0.5299 

Rescaling (20%) 

 

N.C.=0.887 

 

N.C.=0.4071 

Rotation (45) degree 

 

N.C.=0.7111 

 

N.C.=0.7111 

Compression (85%) 

 

N.C.=0.9044 

 

N.C.=0.801 

 

5. Conclusions and Future Works 

Through working within the subject of digital watermarking in this research, the following 

conclusions have been obtained. They are described in the points listed below. 

• The increase in exchanging data made it necessary to secure those data in what is known to be 

Information Security, therefore the concept of watermark emerged to ensure the copyrights of 

multimedia. 

 

• Choosing the block based embedding was done to increase the robustness, were each bit is embedded 

repeatedly for a whole block, so giving better chances to retrieve it correctly after the attacks. 

 

•  embedding the watermark has to be in the bits of data that are the least significant to ensure a 

minimum effect on the cover image and an increase in the PSNR value as embedding and extraction is 

robust and the NC value gets closer to “1”. 
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• This embedding procedure showed very good robustness for attacks that does not change the pixels 

values in the chosen sub images. These attacks were median filtering, cropping and rotation. 

 For future work It could be useful to use the newly established FPGA kits which have more facilities and 

memory. This could be important to get a single chip stand-alone system if it were needed. 
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