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Abstract

In the recent era, the web is the major means used by cyber-criminals to carry out attacks alongside people
and groups. Due to the continually increasing number of Internet users these attacks might influence from an
enormous goal surface. Characteristic attacks commit during the ICMP Attack, TCP Sync Attack, UDP
ATTACK, log analysis scamming, and so on. In the few last years, we have seen the growth of a threat
through data sending or receiving via the internet. In demanding they use various web technologies for
arranging the victim's machine and to build, at runtime, the appropriate response to being sent to the client.
Provide a deep insight into this problem and proposes narrative solutions for the analysis of existing ICMP
Attack, TCP Sync Attack, UDP Attack, log analysis. With the Hybrid approach using digital forensics for
attack detection in a cloud network environment make a less complex system for improving the current issues
of the computational complexity and applying cyber Forensic investigation (KNN, MLP). Our proposed
approach is very effective for classification the attack dataset.
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1. INTRODUCTION

Establish a network of multi-hop cloud we are mainly at the network's fingertips. An authenticating user
consents to the use of a cloud space for the storage or retrieval of the file or several data, so each nod is
associated with the neighboring node and is deployed to compete in the network neighborhood when a packet
is generated by a sender. Cloud networks [1] that build and manage cloud networks and security events.
Before that, browse and pick the source files and the selected data is rehabilitated to a set packet size and sent
to a destination from the source. Track and analyze the events in the network using the genetic algorithm [2]
to identify irregular behaviors. The intruding identification is different for the identification of improper,
wrong, or anomalous moving attackers as a mechanism for a network packet. The packet is blocked when the
genetic algorithm stipulates an abnormal behavior. After the invalid packets are screened, they are blocked
and any correct packet arrives at the destination. Depending on cloud networks for location and technique
employed by the engine to generate warnings, there are many ways to identify 1Ds. All three elements are
merged into a single system or computer in several simple implementations. After the invalid packets are
screened, they are blocked and any correct packet arrives at the destination.Depending on cloud networks
form and location and technique employed by the engine to generate warnings, there are many ways to
identify IDs. All three elements are merged into a single system or computer in several simple
implementations.The proposed method for selecting the wrapper feature can optimize feature subsets and
kernel parameters at the same time, which allows the functionality of the Cloud environment data feature
selection process.

1.1 SECURED PROTOCOL

The convention includes in the cloud environment ought to be made more secure and propel, which can

guarantee more security to client's information. UDP [3] is an untrustworthy convention that ought to be

stayed away from in the information bundle exchange, while then again HTTP is a secured convention that
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ought to be taken in thought by cloud administration. Such conventions give security to the client information
at the season of information exchange from one client record to the next.

1.2 SESSION SECURITY

To confer a more secure cloud environment to the client the session made ought to be of lesser timeframe
which implies sessions ought to be made secured by diminishing the time interim of session expiry. With this
procedure it would be troublesome for a programmer to peep into the session of some client.

1.3 DIGITAL EVIDENCE

Advanced proof can be characterized, data or information of essential utilize that has created through some
computerized medium. The advanced proof may include documents store, memory information, and virtual
memory information in structure recordings or depictions and so on exchanged over some system [2].

1.4 ATTACKS CLOUD NETWORK

The term security includes insurance against anything else, such as hazards or attacks that may hurt the
system. Danger is an item, a single person or a separate material that is a persistent threat to a benefit. This
danger involves acts carried out without any intention or sinister intent causing more misconceptions through
freshness and dishonor. Human disappointment can bring about an issue with the general system. Planned
demonstrations of trespass happen when unapproved singular access the system that has been ensured by the
proprietor. It implies that the system is currently not secret for the proprietor Intentional demonstrations of
treachery. This class of danger includes a demonstration of treachery or vandalism to either annihilate the
system's advantages or harm the association. Case of this danger are an extremist or digital lobbyist operations
furthermore digital fear based oppression. The hazard of theft implies that the illicit taking of another's
property. This is a perilous risk where at some point the proprietor's system may not know until the
wrongdoing is unreasonably late.

2. RELATED WORK

A literature review found few journals, newspaper articles or lectures based on cloud forensics analysis;

We identify two attack modes to detect DDoS attacks: Fixed IP Attacks (FSIA) and RSIA

JiaO, J. et al[1], proposed the idea to detect attack, we identify two attack modes: Based on the attacker's
source IP address. We also propose an in-house DDoS detection method based on TCP in real time to extract
successful features of TCP traffic and distinguish between malicious and natural traffic across two decision
tree classifications.

Saini, P. S., et al. [2], proposed machine learning based approach to detect and classify different types of
network traffic flows. The proposed approach is validated using a new dataset which is having mixture of
various modern types of attacks such as HTTP flood, SID DoS and normal traffic. A machine learning tool
called WEKA is used to classify various types of attacks. It has been observed that J48 algorithm produced
best results as compared to Random Forest and Naive Bayes algorithms.

Dominik Birk in et al[3] ,this proposed the idea that it used addressing part for the technological issues of
forensics in all three main models of the cloud infrastructure, they center the notion of cloud forensics and
take interdisciplinary aspects into account. Also it discusses the usefulness of different evidence sources for
research purposes and provides possible approaches from a realistic perspective to the issues. This article
should be viewed as an exploration of a virtually unexplored area of study.

Grispos in et al [4] , In this paper firstly they show that the end devices can be used in a cloud forensic study
to provide a partial view of the evidence. In this contribution, practitioners are centered on methods that offer
a fresh approach to realistic approaches to emerging cloud issues. Second, it helps record and provide proof to
evaluate the artifacts generated on iOS and Android smartphone for different Cloud storage applications.
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Georgios Pierris in et al [5] ,This paper proposed the automated forensic examiner has another more practical
problem to address files which are not in the file-system and more precisely missing files, or broken files, and
how to transform the proof after an automated process that is very computer-intensive. It addresses explicitly
the issue of cloud data mining, where deleted data is almost instantly overwritten; thus, the majority of deleted
files are removed.
Josiah Dykstra in et al[6], This research still continues to exist in the cloud as an objective system for the
forensic investigation. The versatile nature of cloud computing enables a criminal to commit crimes and to
destroy the evidence immediately, but this condition is not taken into consideration here. While some cases
include the cloud as the weapon of crime, others are targeted by the cloud-hosted infrastructure.
Hong Guo, Bo Jin in et al[7],The rise of cloud computing pushes digital forensics into a different
horizon..The acquisition and analysis of digital evidence is likely to be complicated by cloud computing. The
number of computer forensic analysis devices inside the cloud that may need forensic examination in cloud
environments will take longer and more effort.
Joshi R.C., et al.[8],Cloud forensics and analysis issues are addressed. A common cloud forensics method
model and four steps are addressed, including discovery, compilation, acquisition and conservation.
Liu C., et al. [9], ATTACK is a worldwide information centre for adverse strategies and methods built
by real-world assault observations.
Moustafa N., Slay J. [10], proposed a forensic network control and analysis system for threats dependent
on the network. The scheme collects and saves network traffic data. Using the chi-square figures, it
chooses main network traffic features and identifies anomalous incidents using a modern technology for
correction.
Fernandes, D.A.B., et al. [11],In addition to problems arising from Internet and Network technology, clouds
raise new problems which need to be deleted first ,to further expand the amount of cloud installations.
Hemdan E.ED., et al. [12] ,The model in this paper will improve the chance of tracking attackers, find
vulnerabilities in potential usage of virtual machines and can even help digital evidence gathering and
extraction.
Moller D.P.F., et al. [13], This paper Contains a broad variety of concerns on automotive data protection
issues and sources and recommendations for further reading.
3. PROPOSED METHODOLOGY

In data management, ICMP Attack, TCP Sync Attack, UDP ATTACK][14] are all the businesses which need
to log analysis based on the information or data which is a stored or transacted entity. Every effort [15] must
be made to guard the effects and secure their information too securely. Throughout this phase, there are legal
departments that partly seek to protect their records. The legal requirements are an essential component of the
company’s contact. The trade has to ensure in some cases that the vendor meets the demands.

For a special purpose, a forensics server [16] in the company cloud can be hand-down.A dedicated forensic
server is offline and can be accessed whenever appropriate. It is a strategic option as the client is not faced
with the organizational problem involved. In a company, a copy of virtual machines will be assigned to
different occurrence [17] respondents. This happens if new sources of substantiation emerge and a company-
level analysis is needed. When it's found to be compromise on a demanding cloud, the cloning on that server
is done to reduce the confirmation acquisition time. This cloned disk can be accessed for the discovery
purpose from a forensic site [18]. When the equipment is unaware of the datacenter, the process of forensic
screening development slows down. When the hunt for data goes on, the program has to be careful for a short
time. The project was divided into two phases by the limitation of the position [19]. A prototype called trust
surveillance system was used on the provisioned server [20] in the first step. During the second process, a
range of freeware cloud tools were examined with a conservative forensic system on the client side for
evidence.
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To overcome the above listed issues in ICMP Attack, TCP Sync Attack, UDP ATTACK, log analysis [21]and
pattern discovery[22] required to design a new data model by which the problem is satisfied. To evaluate the
large scale [23] data a search algorithm is suitable. Therefore, genetic algorithm [24] is used for frequent
pattern analysis. However, to handle this huge amount of log genetic algorithm is relatively slow process. On
the other hand the available data includes the number of unique web pages and their access patterns thus,
required to optimize the algorithm by pre-processing of the data. Therefore, k-nearest neighbour algorithm is
applied to keep in track the selection process of KNN, MLP [25] .That algorithm helps to find the duplicate
data patterns from the available set of data. For analysing the nearest data patterns over number of session
algorithm uses the Euclidian distance and the similar data is eliminated from the data set. This process reduces
the amount of data for evaluation. The combination of two different models is leads to design a hybrid
approach for data analysis.

Perform the simulation finding
the results

A 4

Web Access Log (cloud computing)

(Row data set)

Domain information extraction

Forensics investigation I T i e

MLP Algorithm

4

Event Detection (Attacking node detection)

Figure 1: proposed model

Our plan incorporates KNN[26] and genetic algorithms to enhance the precision of the classification of
attacks.We was using genetic search to prune the redundant, unimportant packet and to classify the packet[27]
that more contributes to categorization[28]. The least classified packet is erased and the algorithm of
classification is based on evaluated data. The classifier is trained as an attacker to classify data [29]. There are
two parts to our proposed algorithm.

1) Primary part deals with evaluate attributes using genetic search

2) Part two deals with construction classifier and measure accuracy of the classifier
Proposed algorithm

Step 1) load the data set

Step 2) be appropriate genetic search on the data set
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Step 3) Attributes are ranked based on their value

Step 4) Select the partition of higher ranked data set

Step 5) Apply (KNN+ MLP) on the subset of attribute that maximizes Classification accuracy
Step 6) compute correctness of the classifier, which procedures the ability of the

Classifier to suitably classify unidentified sample.

Step 1 to 4 comes below part 1 which deals with attributes and their position.

Step 5 is use to construct the classifier and step 6 proceedings the accuracy of the classifier.
Correctness of

The classifier is compute as Accuracy = no. of model appropriately classified in test data / Total no. of
illustration in the test data

Moreover, many current cloud issues such as the question of authority and the lack of international
cooperation are intensified. Software forensic analysis can be more complicated because data can be stored or
processed on web-based cloud computing[28] platforms in various jurisdictions.The data model developed is
evaluated[30]. The achieved results and the performance parameters assessed are discussed in this section
during experiments. This section also reports comparative findings[31] with conventional genetic algorithms.
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Figure 2: Simulation Architecture

Show in Figure2 function of the proposed data flow first technical, acquisition methods , data source such as
ICMP attack, TCP Sync Attack, UDP ATTACK, network analysis access to data via network status, traffic,
and routing information.The packet headers include the IP addresses of the source and destination that can be
used to correctly classify the parties involved and the network of the examined server. The packet inspection
can be used to detect potential communication errors which may have altered the target service details. In
addition, each packet header contains correct low-level information with time stamps a packet stream is
considered a reliable source of evidence. A packet analyzer can track the quality of the stream, and also
provides a high-level view of traffic.As a result, numerous static and semi static detection systems are looking
at programming patterns which, in conjunction met other clues, look like decoding or deobfuscation routines
in all to determine whether they may or may not be malware.

Attacking log analysis Classification with proposed Hybrid approach using digital forensics for attack
detection using machine learning results shown below:

ICMP attack
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precision recall fl-score  support
a 8.94 a.76 8.84 1ee
1 1.8 1.08 1.8 49385
micro avg 1.8 1.08 1.080 49491
macro avg 8.97 9.88 8.92 49491
weighted avg 1.80 1.80 1.80 49491

ICMP attack
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Figure 3: ICMP attack
Accuracy is

Accuracy of the model is: 99.93938291810632 Confusion Matrix: [[81 25] [ 5 49380]]

TCP attack
precision recall tfl-score support
5} ©.00 .90 9.0 3
1 1.e@ 1.90 1.0 5466
micro avg 1.e8 1.88 1.0 5469
macro avg 9.50 9.50 8.50 5469
weighted avg 1.0 1.00 1.80 5459
Accuracy is

Accuracy of the model is: 99.94514536478333 Confusion Matrix: [[0 3] [ 0 5466]]
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TCP attack
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Figure 4: TCP attack
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precision recall fl-score  support
1.e8@ 1.00 1.00 5854
1.08 1.90 1.00 382
1.08 1.00 1.0 46
8.95 9.99 8.97 3607
8.99 9.93 9.96 2907
1.ea 1.00 1.08 927
1.e8 1.90 1.00 3948
8.99 8.99 8.99 17591
9.99 9.99 9.99 17591
8.99 9.99 8.99 17591

Accuracy: 0.99°
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Figure 6: Performance Report is Accuracy: 0.99’

To perform the simulation using the python tools with anaconda platform with help of Jupiter notebook we
write the code and using the different number of the attacking with log file data set then applying our
proposed machine learning (KNN+ MLP) algorithm compute the accuracy level of this algorithm and
compute the precision , recall , f1 score , support. Our proposed approach accuracy level is 99.93.

Conclusion

The main purpose of the combined technology is to identify and obtain digital forensic evidence from cloud-
based environments. The composite methodology needs to consider the variety of cloud modelling among
modern forensic practitioners.They may as well have tested a range of methods to collect data from a variety
of Cloud based applications that subsist before the execution of a search warrant. The proposed selection
technique for function (KNN+MLP) will at a similar time optimize the sub-sets and parameters of
characteristics and thus function containers in hyper-spectral data collection. We represent through the
experiment our proposed approach accuracy is 99% in compare to existing ones.
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