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Abstract 

     5G planned to be a united technology, which would satisfy the vast number of 

contributors who retain standard of services. Currently the 4G LTE description has been 

created, and many viewpoint surveys have been conducted and are currently under 

discussion of potential 5G technologies. This paper includes an extensive analysis of 

current 4G and 5G network authentication and security strategies. We first give an 

analysis of new 4G and 5G mobile network studies. 
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1. Introduction 

 
The last decade has seen unprecedented growth in cell connectivity and broadband 

networks. The ever-increasing demand for services, especially multimedia data, 

has encouraged the growth of 3G and 4G wireless networks and the high quality 

of service (QoS) requirement. The accomplishments of technological growth, 

though, cannot satisfy adequately. The notion of 5G networks serving networks 

above 4G is thus now the need of the hour. Due to the various problems 

confronting 4 G networks, 5G networks have been created, such as increased data 

and ability needs, reduced rates, lower end-to-end latency and large interface 

compatibility.  

The arrival of a 5G broadband network of fifth generation (5G) and its integration 

of vertical applications shape the base of a potential wired community that is to 

serve 125 billion devices by 2030. (IHS Markit). Since the omnipresent 

networking demands for these technologies and devices escalate, potential 5G and 

networks become increasingly complicated. In addition to the dynamic rise in 

simple stations (BSs) and consumer facilities (UE), the original preparation of 

networks and activities and management phases rely on the situation raise 

considerable challenges. The 5G and beyond network design with ultra-dense 

distribution of the small cells would eventually be heterogeneous and multi-tier, to 

achieve the predicted 1000-fold rise. A mixture of the designed and centrally 

operated macro-BSs and wireless reliability (WLAN) or femto-BSs, for example, 

poses some unpredictable operating possibilities in the ultra-dense heterogeneous 

network (HetNet), which are difficult to evaluate at the network design level. This 

involves the creation, configuration and curative capacity of potential wireless 

networks centered on operating conditions by strong collaboration between 
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various nodes, levels and connectivity levels. These problems illustrate the 

unacceptable efficiency of current networking techniques, utilizing reasonably 

straightforward mathematical experience. 

The Edge Computing is built to combine information and processing resources 

near the initial data base. The edge node decides for instance which raw input data 

should be saved locally and sent to the fog for further review. For example, smart 

Programmable Automation controllers (PACs). In the other side, all raw input data 

in fog computing shall be first translated to the applicable Internet protocol (like 

HTTP) before they are forwarded to fog nodes. In order to further examine it on 

fog computers, higher level data information has been analyzed, saved and 

submitted to the cloud. The edge and fog allowed network therefore allows for 

distributions of computation, storage, power, communication, and network 

functions through the reduction of cloud data and workload, latency and device 

response times, especially for applications that need localized or localized data. In 

addition, the node, consumer, sensor, or MTC computer may produce raw data 

and processed data at differing granularity levels, which in the end allows the 

network to view a large amount of data. This allows multiple nodes utilize data 

mining technologies and analytics to forecast the associated network indicators, 

such as user mobility, traffic enforcement, network load variations, channel 

variations and disturbance levels.  

Image. 1 displays the generic 5G wireless device design. 5G wireless networks 

will have a range of emerging purposes, new manufacturing technologies, and 

multiply devices and applications for society-wide networking, as well as 

conventional voice and data communications. Diverse cases of usage of 5 G are 

suggested, such as interactions between cars and vehicles, industrial automation, 

health care, intelligent cities, smart houses, etc. 5G cellular networks are believed 

to boost cell broadband with essential services and huge IoT. The new 5G wireless 

architecture, the emerging technology and cases in new usage would present new 

protection and privacy problems. 

 

Fig. 1: A Generic Architecture For 5G Wireless Systems 
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New protection infrastructure is expected with the introduction of 5G networking 

paradigms. Safety is an important part of the overall infrastructure for these 

problems to be solved and should be incorporated into device design at the outset. 

Flexible protection frameworks are expected to serve different applications and 

emerging trust models optimally. In this statistic are provided the confidence 

models for legacy mobile networks and 5G networks. 

 

Fig. 2: Trust Model of 4G and 5G Wireless Networks 

 

Literature Review 

Mohd Hirzi Adnan and Zuriati Ahmad Zukarnain (2020) Device to Device (D2D) 

connectivity brings the mobile world a new dimension, enabling process data 

sharing between physically adjacent devices. D2D connectivity incorporates 

nearby communicating equipment in order to make an optimal usage of usable 

resources, minimize lag, increase data speeds, and maximize machine ability. The 

key purpose is to provide a detailed overview of recent innovations in many areas 

of D2D, such as exploration, mode selection mechanisms, disturbance 

management, power regulation strategies and finally mode selection for 5G 

technology for D2D applications. We also highlight the open issues and recognize 

the difficulties of the D2D contact issue. 

Jinsong Tao (2020) In providing global access to reliable, renewable and green 

energy, the Internet of Things (IoT) is critical by way of clever and smart devices. 

Through integrating IoT in power networks, the existing electricity grids can 

become more dependable, stable, scalable and robust. 5G gives Power IoT several 

benefits by providing more progress and improvement opportunities; however, the 

introduction of 5G in PIoT still poses various problems. Finally, in this analysis, 

the position, implications, and challenges of 5G in PIoT are summarized. 
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Jianbing Ni (2018) The 5G network is known as a significant enabler to satisfy 

ever-increasing demands for potential IoT networks, including fast data speeds, 

multiple linking devices, and low latency. To meet these demands, network slicing 

and fog computing in a service-oriented 5G architecture is envisaged as exciting 

solutions. We test the efficacy and viability of the proposed architecture under 5G 

technology by simulation. 

Pooja Kalia, Love Kumar and Jasleen Kaur (2017) after 4G, the technology that 

determines a next generation (5G) technology level is becoming more relevant. 5G 

signifies the coming big change above the existing 4G/IMT-Advanced norm in the 

area of mobile connectivity. 5G is faster than what the present 4G will deliver. 

This paper identifies many new innovations which will alter and form 

telecommunications norms for future generations. Some of these innovations are 

now being norms like 3GPP LTE and others are still being created. 

Bhavika Patel and Mehul Patel (2017) The way most High bandwidth consumers 

connect their phones is updated with 5G technology. With 5G pushed over a 

VOIP-enabled system, people would witness an unparalleled amount of call 

volume and data transfer. When the consumer is increasingly conscious of mobile 

telecommunications technologies, he or she would all opt for a good bundle with 

the sophisticated capabilities that a cellular telephone provides. Therefore, the 

quest for innovative technologies is still the key motive to innovate its rivals in 

leading mobile phone giants. Apple recently created shivers around the 

technological universe with the latest I-phone handset. Features that come with 

such a tiny piece of circuitry are enormous. 

Eoin O’Connell (2020) 5G networks, like manufacturing, can modify many 

sectors. 5G has the ability, for many sectors, especially the manufacturing 

industry, to become the future connectivity medium of choice that drives the 

future of Industry 4.0 and smart manufacturing. For certain businesses the idea of 

a "factory of the future" is tangible. The industry has tremendous difficulties in 

coping with increased capacity, latency, huge data from more wired machines and 

data collection on the factory floor. This paper explores how 5G will effect on a 

production climate, the criteria for the implementation of 5G regulations and 

technological requirements and safety concerns to be resolved if 5G rollout plans 

are to become a reality. 

Guo Yan (2019) The 5G mobile connectivity phase was increased with the 

exponential growth of the mobile Internet and Internet of Things. In this report, 

Internet infrastructure is summarized in Mobile 5G communication, the Internet of 

Things connotations and convergence of mobile 5G communication and the 

Internet of Things technology is analyzed. The study indicates that simulation 

analysis in combination with cell breathing technology and base station dormancy 

technology aims at reducing energy usage of the base station, under the principle 

of guaranteeing contact efficiency, thus enhancing the communication quality. 

Analysis has shown that resource use has slowed down due to the increased power 

use in the compact and standardized consumer delivery situation, but the device 

capability has improved dramatically and the efficiency of the connectivity is 

enhanced. It will guarantee the user's justice and device willingness to satisfy the 
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rate needs of multiple customers. The analog findings show that the theoretical 

study is correct. 

Transition Architecture of 4G to 5G Mobile Network 

Any IP Network (AIPN) develops a 3GPP infrastructure to raise the demand on 

the cellular communications industry. It is a combined application that is suitable 

for radio access technology. Initially, AIPN focuses on the improvement of 

packet-changed systems, while today it provides constant evolution and cost 

optimization. The key benefits of AlPN design involve a variety of diverse access 

systems suppliers, lowered prices, smooth foreign access, improved consumer 

gratification and lower device latency. The emerging market and employers face 

current and contemporary problems which have to be addressed in whole, so the 

radio access network (5G RAN) has to have an efficient network, depending on IP 

backhaul; several kinds of simple stations may be built in a 5G network that 

involves D2D, UDN and the classic big MIMO (multiple-input-multi-output) 

macro, all these various basic macro structures. 

 
Fig 3: 4G Architecture 

 

 
Fig 4: Architecture for 5G Mobile Networks 



International Journal of Future Generation Communication and Networking 

Vol. 13, No. 4, (2020), pp. 5079 - 5088 
 

 

5084 ISSN: 2233-7857 IJFGCN 

Copyright ⓒ 2020 SERSC 

 

5G, as compared to 4G, requires modulation planners and radios and an online 

downloadable modern error management planner with applications. The evolution 

can be observed in 5G cell networks through consumer stations, which can 

concurrently reach different cellular systems and the station can joins different 

flows in different technology. In 5G, each network can accommodate consumer 

accessibility, while the terminal is the last choice for multiple service companies 

utilizing cell wireless connectivity networks. This preference depends on the smart 

middleware on the cell phone. 

4G and 5G Difference 

a) The 5G networks are primarily consisting of academic articles and 

demonstration programs, while the LTE dependent 4G networks are under 

accelerated deplocation.  

b) Broadband networks up to 4G rely on basic capacity coverage while 5G is 

designed to offer a large networking to build grounds for fast and resilient internet 

service to consumers, whether at the top of or below a skyscraper. Although the 

LTE Standard has a version known as the MTC for IoT traffic, 5G innovations 

have been developed for MTC device-like function from the ground up.  

c) 5G networks would be based on the mix of technologies: 2G, 3G, LTE, LTE A, 

Wi-Fi, M2M, etc., but they will not become a monolithic network body. 5G can 

also be built to embrace a broad spectrum of technologies including IoT, 

integrated wearables, increased reality and virtual gaming. In comparison to its 4G 

equivalent, the 5G network can accommodate a number of wired devices and a 

host of traffic styles. 5G for instance offers ultra-high-speed connectivity for the 

transmission of HD content as well as low-data rates for networks of sensors.  

(d) 5G networks would pioneer modern architectures, such as Cloud RAN and 

Virtual RAN, so that the network will be more clustered and utilize server farms 

better from regional data centers on the edge of the network.  

e) Furthermore, 5G would rely on cognitive radio techniques to allow the 

infrastructure to settle on the kind of channel to be offered automatically, to 

discern between mobile and fixed devices and to react at some times to the 

circumstances. That is, 5G networks will support the Internet and social network 

applications concurrently. 

The networks of 5G are operated by the MC-CDMA system, UWB system, 

UFDM system, LAS-CDMA systems, IPV6 system and the LMDS network 

systems. 
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Four Layer Security Model for 4G Networks 

The 4-layer protection paradigm has been implemented into 2 peripheral and 

central systems to test new security principles. There are three different protection 

layers in this model, i.e. design safety networking, security and security of device 

network transport.  

The paradigm aims at providing reliable, global contact and is responsible for 

providing continuous connectivity through the seamless operating of several 

mobile telecommunications networks accessible via mobile nodes and features 

such as cognitive radio and vertical transfer. The four-layer, protection model 

peripheral network and the main network have been combined in the two 

architectures. This model is suggested with two platform implementations: 

• A peripheral frame: the handheld node may be used and communicates with 

networks of wireless connectivity.  

• Core framework: it can operate in a distributed way in a core infrastructure, a 

system which interacts with each of these frameworks, providing stable 

environment a dual, structured and set frameworks, a multi-layer protection. 

Security of 5G Networks 

We present in this segment a summary of 5G device security. Besides encryption, 

such as point-to-end encryption, it is also necessary to maintain the security of a 

comprehensive device and not just specific pieces in isolation. For eg, we must 

take into consideration the experiences of user authentication, traffic encryption, 

mobility, overload circumstances and network resilience. The Collaboration 
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Initiative of 3rd Generation (3GPP) takes related risks into consideration. It was 

planned to counter these threats [HUA]. A 5G system involves a computer linked 

to a 5G connection network named a 5G core network connecting to the rest of the 

system.  

The recommendation stresses the cautionary observations, including 

considerations including the infantry of the 5G with multiple confusion, a lack of 

established definitions and the architectures of end-to-end and subsystems. The 

advice stresses safety issues in access networks, as seen in the figure, and cyber 

threats against consumer and network infrastructure. 

 
Fig. 4. Security Threat Landscape in 5G Networks 

The 5G core network has greatly strengthened its infrastructure from the previous 

decade, with substantial changes to network cuts and service-based architecture, 

because of the capacity to help cloud deployment and IoT. (SBA). Figure 1 

displays the 5G core network. 

 
Figure 5: Simplified 3gpp 5g Architecture 
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Conclusion 

This paper dealt with the transition of the modern 4G cell network's broadband 

networks into the upcoming 5G mobile wireless network. The 4G to 5G 

advancement is essential because mobile devices' future will have higher memory 

and processing capacities. As a result, the recent 4G mobile network infrastructure 

would not be able to provide the fast data speeds that will be important for such 

applications, so a full technological reform needs to be made. New architecture of 

5G data networks can be used. 
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