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Abstract

Spectrum scarcity is the one of the major challenges in wireless communication
networks. Unfortunately some frequency bands in the spectrum are largely
unoccupied and also most of the time, some other frequency bands are partially
occupied. This under-utilization of radio spectrumis minimized by a technique, called
Cognitive radio. Due to openness of the cognitive radio, it is vulnerable to suffer from
many security attacks at various layers of O3 stack. Among them, SSDF attack can
incur severe impact on cooperative spectrum sensing performance, in which
malicious secondary users (MUs) send false local sensing result to its neighboring
secondary users or fusion center (FC). Mitigating or eliminating the SSDF attack in
cognitive radio networks is a tough task. In this paper, we first discuss the various
types of SSDF attacks and then concentrate on random fal se attack. Afterword, a trust
based cooperative spectrum sensing algorithm is proposed to mitigating the random
false attack. In this approach, the local sensing result of secondary users can be
considered at the fusion center based on their trust values. The MATLAB simulation
result shows that a trust based cooperative sensing gives better system performance
comparing with traditional cooperative sensing network.

Keywords. Cognitive Radio, Security Attacks, Spectrum Sensing, Primary User,
Secondary User, Malicious User, Spectrum Sensing Data Falsification.

1. Introduction

Joseph Mitola was introduced the concept of CogmiRadio (CR) in a seminar in
1998 and published an article in 1999 [1]. The mgoal of the cognitive radio is to
evolve software defined radio as a fully reconfahple wireless transceiver. So that it
automatically changes its communication networkapeaters and user demands.
According to many research studies, some parteeospectrum are not used efficiently.
The parts, which are underutilization are knowrwhite spaces, have no active primary
users. The basic idea behind this cognitive raslidhie secondary users (SUs) can sense
the primary user’s (PU) spectrum and occupy it wRenis absent. “Cognitive radio is an
intelligent wireless communication system thatusee of its surrounding environment
(i.e., outside world), and uses the methodologyumfierstanding-by-building to learn
from the environment and adapt its internal stedestatistical variations in the incoming
RF stimuli by making corresponding changes in @eri@perating parameters (e.g.,
transmit power, carrier-frequency, and modulatidrategy) in real-time, with two
primary objectives in mind:

* Highly reliable communications whenever and whiereneeded

« Efficient utilization of the radio spectrum.”
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The four main functions of cognitive radio are: &pem sharing, spectrum sensing,
spectrum mobility, and spectrum management ancioeci2].

1.1 Spectrum Sensing

Spectrum sensing is the first step in implementivey cognitive radio networks.
Spectrum holes (bands not being used by the PUshibe spaces in the spectrum, needs
to be sensed efficiently, in ordered to avoid titerference. The most efficient method in
this respect is the PU detection technique. Specensing techniques are classified as
primary transmitter detection, cooperative detectiad interference based detection [3].

1.2 Spectrum M anagement

Spectrum sensing can be used detect the availblenels. The best channels is
selected to allocate cognitive users based on efianrarameters such as data rate, error
rate, primary user’s statistics and secondary u§HEDS requirements [4]. Spectrum
management decides the best available channel tasbd by the cognitive users.
Spectrum management is further divided into spettnalysis and spectrum decision.

1.3 Spectrum Mability

The change of operating frequency or band of a isseommonly referred to as
spectrum mobility or handover. In cognitive radetworks, CR users don't have the idle
channel information. Cognitive user should terméniié communication, when primary
user of the channel becomes active in order todaia interference.

1.4 Spectrum Sharing

Once a cognitive radio knows about the empty specttor transmitting frequency
band, it informs to its receiver about the transingt frequency band so that a
communication channel is established. The procesmmonly referred as spectrum
sharing. It can be regarded to be similar to gendAC problems in existing systems [1].

In traditional wireless communication, the chargstes of propagation channel are
uncertain and time variant. Due to shadowing effaod multipath fading, erroneous
sensing results can occur frequently. Under dedipdathe cognitive user may not detect
the presence of primary user at low SNR valuesailed hidden node problem [5]. The
reliability of spectrum sensing can be improved dopperative sensing. Cooperative
spectrum sensing can be categorized into centdatimeperative sensing and distributed
cooperative sensing based on the architecturelabilay of central entity and control
channel quality [6] [7]. Cooperative sensing in@adocal sensing, fusion center and
global decision making. In a centralized coopemtensing system, all the SUs share
their sensing reports to the data fusion centerrandive instructions from the fusion
center. In a distributed system, all the SUs sliae& sensing information among each
other. SUs autonomously decide the channel avhilally aggregating outcomes
reported by other SUs.

Unfortunately, cooperative spectrum sensing is etdlble to many security issues
initiated by malicious secondary users. The moskkmwn and effected security threat
is the spectrum sensing data falsification (SSDck [8], where abnormal or malicious
spectrum sensors falsify their true sensing resBBDF attack can be further classified as
hard SSDF attack and soft SSDF attack. Brieffhard SSDF attack, malicious SUs deal
with local binary decision, where as in soft SSDfack, malicious SUs deal with the
received energy values [9].

In this paper, the author deals with the randoefélard SSDF attack and propose a
new cooperative spectrum sensing algorithm basetheirust vales of each secondary
user.
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2. Literature Review

The well-known and very familiar approach to idgntispectrum holes or
underutilized spectrum band is the cooperativetsp@csensing network, but it is easy to
incur various spectrum threats due to the openokt®e cognitive radio. Among them,
SSDF attack is the most vulnerable and degradegettiermance of CR effectively. The
motivation of the attackers behind this attackoiglisturb the normal communication of
primary usersand also to waste the spectrum ressimc sending false information to the
fusion center [10].

Several research works have been investigatedtigate against SSDF attacks. The
detection of malicious nodes in the network detkdig calculating the trust factor and
consistency factor for each user and the nodessevirast values and consistency values
were less than a specific threshold value, weresidered as the malicious nodes. The
drawback of this method is that it assumed thag onk attacker is active at a single time
[11]. Hit and run attack was proposed by Noon andrbey also proposed an algorithm
to mitigate this attack, in which a suspicious pe@lue has been calculated and this point
value with a desired specific threshold. Decide@thér the users is attacker or not based
the point value [12]. In [13], Abhishek Kumar et gbroposed an algorithm considers
trust value of nodes along with their previous tafian. He only included nodes whose
trust value and reputation values are above tht@shahe sensing process and others are
excluded. Another approach to mitigate SSDF attacposed in [14], based on the
analysis of node’s result consistency degree atal diviation degree, a linear weighted
combination scheme is designed to eliminate thecesfof SSDF attacks on the final
sensing decision. M. Y. Morozov et.al. proposedmlained approach to mitigate SSDF
attack. On the first step tries to isolate theiatlit untrustworthy nodes based on a
reputational method, on the second step speciatizeuot-of-m fusion rule is utilized to
mitigate the remains of attack [15]. Honest SU W&l awarded with trust gain, while a
malicious SU’s trust will be penalized with trusis¢ approach proposed in [16] to
mitigate the SSDF attack. Ping Bal et.al. [17],spréded an approach based on beta
reputation, in which time proportion coefficient itroduced. The reputation value of
users can be obtained accordingly, besides, tedagior and fall factor are introduced as
well. In [18], in this study, the authors proposeamanisms for the detection and
suppression of deleterious opportunistic users (B)Cior hard and soft decision fusion.
More specifically, a credibility-based mechanism fiard decision fusion using a hard
decision combining beta reputation (HDC-BR) systenmtroduced. The main advantage
of this method is it does not require knowledgé¢hef total number of deleterious users in
advance.

3. System Model

Consider a cooperative spectrum sensing basedt@gradio network N cognitive
users transmit sensing information periodicallythie central coordinator, called fusion
center. In the first stage of CSS, each SUs contthéctocal sensing and send it to the
fusion center. The sensing results from all the §atbered at the FC and FC takes final
decision about the presence of primary user. LepaEctrum sensing for a specific
spectrum band is generally formulated as a bingppthesis as follows:

k] = {ni[k] fori =1,2,.N undeH
! h;[K] *s;[K] +n;[K] fori =1,2,..N underH,

where H is the null hypothesis, indicates the primary algis absent and H
alternative hypothesis, indicates the PU is pres$éid the number of cognitive usergky
is the received signal of'iCognitive user's R sample , ) is the transmit signal of
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primary user, {k) is the channel gain, ani(k) denotes the additive white Gaussian n
(AWGN).

Global Detection

1
SUi !
|
\

Fusion Center

Figure 1. Typical Block Diagram of Cooperative Sensing

As shownin fig.1, cooperative sensing has two main blod&sal detection an
fusion center. Local detection associated withllgeasing performed by each seconc
user. In the other hand, global detection is assediwith fusion center. The sens
resultof global detection can obtain by using fusion eenlt may be either hard fusi
rule or soft fusion rule. In this paper, we aresidaring only hard fusion rule for glok
sensing.

3.1 Local Sensing

The CR useliitself performs spectrum sensing, is called loaising. The mos
popular techniques for local sensing are energeotien (ED) and matched filt
detection (MF).

Energy Detection: One of the simplest and most popular spectrum g
techniques is theenergy detection technique. Since, it does not ireqany prior
information about the primary user signal, it iscatalled as blind detection [19]. Fic
shows the block diagram of spectrum sensing usieggy detectiol
The test static for energy ection is [20]

N
TestStatistic= T,., = kZl‘r[k] 2‘ )

The probability of false alarm and probability atelction can be defined
The probability of false alarm

0 NP
P = 1 1(r/Hoar = Q(AED—N:’”] ©)
y 2No,

where A, is the threshold, Q is the-function
o, is the standard deviation of noisg, is the probability of false alarm
The probability of detection
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whereo is the standard deviation of signal ‘s’ arg is the probability of detectio
form equation (3), the threshold can be derive

A =02(Q7(P, V2N +N) (6)

The main disadvantage of ED is that it is deeplgaéd by noise uncertain

Matched Filter Detection: Energy detection performs poor in tlpresence of
additive white gaussian noise at low SNR valuestchted filter detection (MFD) ce
maximize the SNR for a given signal even in thespnee of AWGN. Hence, MFD is tl
optimum detection method. The only problem withsthethod is, it requirethe prior
probabilities of the primary user’s sigr

1(n) Summation Decision

= BFF Squaring Device Integration [~

Device

Threshold
Figure 2. Block diagram spectrum sensing of Energy Detection [19]

Assuming that at time t, the received signal ig
The likelihood ratio test (LRT) can be define

f(r/Hl) - Pl(r)z .
f(r/Ho) Po(r)<

Wherenis the threshold val
f(r/Hl) andf(r/HO)are prior probabilities of primary user und hypaikel; and H
respectively.

I(x) = (7)

According to the NeymaPRearson criterio
The test statistic can be definec

N
Tes = LIKIS[K] (8)
k=1
Probability of false alarm and Probability of déiec can be defined
Probability of false alarm

P, =Q 2 ©)

Jéo;

The probability of detection

n-¢
Jéa?

From equation 8, threshold can be define

n =yé2 Q) (1)

P,=Q (10)
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3.2 Glabal Detection

Global Detection results can be obtained by fusienter (FC). Generally, it is of
two types named as hard fusion rule and soft fugiba In the case of soft fusion rule,
each secondary user forwards only binary spectemsisg to the FC. However, for the
soft decision rule, each secondary user sendstire energy result to the FC.

Hard fusion rule further classified as OR rule, AKDe and Majority rule. All these
methods are special cases of K out N rule. ThisiKod N rule also referred as counting
rule, where N is the total number of cognitive gssand K is the number of cognitive
users that have decided that spectrum band is sztup

i. OR rule: In this case, if any one of the cognitive usersdsine sensing report as
‘channel is busy’ to the fusion center, then the d&Cides the global decision as the
channel is occupied i.e. K=1[21]. Sometimes, a isdapy user may give false sensing
results due to shadowing effect, multi path fadamgnoise uncertainty in the wireless
communication channel. Hence, even though it irsgedU protection, it is inefficient in
spectrum utilization.

The global probability of detection and probabiliyfalse alarm can be obtained as

N
(PdOR )g|oba| =1- k|_:|11_ (Pdk ) (12)

local

(F’ ) =1- k 1—(P ) (13)
FOR Jgiopal klll fk Jocal
where Pfk and Pdk are the local probability o§éshlarm and probability of

detection for kth cognitive user respectively.

ii. AND-Rule: In this rule, if and only if all the secondary tseend their sensing
report as ‘channel is busy’,then that channel datisaken by the FC is occupied i.e.
K=N. Because of channel uncertainty, shadow effetthte wireless channel, even though
it increases the spectrum utilization, it increabesrisk of interference with the PU [20].
The global probability of detection and probabilifyfalse alarm can be obtained as

(Pd AND )g|oba| = kHzl(Pdk )Iocal (14)
(Pf AND )g|0ba| = kHzl(Pfk )local (15)

where R and Ry are the local probability of false alarm and piuiliy of detection
for k™ cognitive user respectively.

iii. Majority K out of N-Rule: if at-least half of the cognitive users decidet tine
channel (band) is busy, then the FC decides tiathlnnel is occupied i.e. K=N/2 [20].
It compromises between the spectrum utilization @nodection of PU.

The global probability of detection can be obtaiasd

S
( d MAJORITY global

N
> (mpd”,‘i (.L—Pd'i)N -m (16)
m =Kk

where R; is probability of detection for each individualgrotive user.

4. SSDF Attack and Its Mitigation Strategy
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In cognitive radio, malicious secondary users stredfalse information about the

presence of primary user to the fusion center ogusie FC to make the final decision

wrong. This type of attack is known as spectrunssgndata falsification (SSDF) attack.

The main intention behind this attack is to disttine primary user's communication

and/or to gain the spectrum resources maximum. SSfe one of the most effective

attack in the cognitive radio networks. The SSEkck is illustrated in fig.3. The local

spectrum sensing results must be robust and tinstile CSS networks, to maintain
adequate level of accuracy in the sensing decision.
Generally, SSDF attack further classified as fodow

i. Always Yes Attack: The malicious secondary user always sends thengereport
to the fusion center as ‘1’ even the channel is fre. it sends always the spectrum band is
busy even though it is free. A special type of gisvges attack iRandom Yes Attack, in
which malicious secondary user sends that the @lambusy with a probability @f .

Ii.Always No Attack: The malicious user always sends the sensing rgptre fusion
center as ‘0’ even the channel is busy i.e. evengh channel is busy, the attacker sends
the false information to the fusion center thatroied is free. Random No Attack is
special case of always no attack, in which theckétasends that the spectrum is free with
a probability ofr .

lii.Always False Attack : The malicious user sends the sensing report alayssite
to the sensing report obtained originally to theidn center i.e. the attacker sends ‘1’
when it receives ‘0’ and ‘0’ when it receives ‘1¢iit gives always wrong decision to the
FC.

A special case of always false attack is the ranfidse attack, in which the attacker
sends wrong information to the fusion center witlr@bability ofa .
The proposed algorithm mainly concentrated on iy random false attack only.
Firstly, we performed local spectrum sensing byrgnealetection and matched filter
detection then global sensing can be performedadrg lfusion rule based cooperative
sensing.

4.1 The Proposed Algorithm

In this algorithm, the cognitive user or secondasgr, who wants to find the empty
spectrum for its operation, will find the local serg report itself and sends it to the
fusion center (FC).Then, FC will collects the losehsing reports from all the secondary
users and compare the sensing report of each sagounsers with the sensing report of
honest cognitive user (who wants the empty spedtrifrany of cognitive radio sensing
report does not match with the honest secondany tiee FC excludes its sensing result
for the final decision. This process continued donumber of cycles. As the number of
cycles increase, the cognitive radio network pentowell.
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é PU é FC ﬁ Malicious SUs Honest SUs

e — — — Sending false information
Sending honest information

Figure 3. Random false SSDF attack

The algorithm is as follow
step 1: Performing local sensing by using both gneletectio and matched filte
detection and sends it to the
step 2: FC collects the sensing results from ak
step 3: Compare the sensing results of each CRtinthonest CR'’s sensing ref
If decision belongs to malicious user deci:
if rand(1,1)>pm % pm is the probability that a malicious cognizasér
will misinterpret the perception, because there rhaya shadowing effect, and so
malicious users will occasionally provide the cotngerceptio
sens_data(p,dhonest_data(p)
else
sens_ata(p,d)=1-honest_data(p)
else
if rand(1,1)>cm % cm is the probability of normalen error perceptiol
because there may be a shadow effect, some uséroowmasionally provide fals
perception
sens_data(p,dhonest_data(p)
else
sens_data(p)=1-honest_data(p)
response=response
if sens_data=honest_data
honest_response= honest_respon

end

if response==
trust_value=0

else

trust_value=honest_response/resp
repeat for a number of cycles, as no. of cyclegases the better trivalue

5. Resultsand Discussion

We consider a cognitive radio network (CRN) wittotal of 15 SUs and 20 perce
of CRs as malicious users. The results obtaine@dweeaged over 50 cycles or iteratic
In this paper, we consider only Random Faldtack, in which the attacker sends fe
information randomly with a probability of prededith value. Here, we consic
probability of misperception by malicious secondary user as Od probability of
mispercetion by honest secondary user as 0.3. Tikpercetion probability is mainl
based on the channeharacteristic such as multipath fading, shadowing and t
varying behavior of chann
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Firstly, we compare the simulation results of coatige sensing using energy
detection and matched filter with and without truatue as shown in fig.4. It is clearly
notified that comparing with energy detection basedperative sensing matched filter

based cooperative sensing performs very well. Hteid Pf vs Pd observations are given
in Table. 1

MAJORITY Rule Cooperative sensing using ED Vs MF with and without trust value

.
[

B o _egessss

o oz 0.4 08 0.8 1

False alarm probability :F‘r-

Figure 4. Comparison of Cooperative sensing using energy detection and
matched filter with and without trust value

Comparison of Cooperative sensing with Trust

L 2 eSS ToOOITOESSTRTSTOSTSTOTOITCTESY
i—'I—ANDRuIe
| —=— OR Rule

— MAJORITY Rule |
0.8

d

0.6

Datection probability (P

1 0.2 0.4 0.6 0.8
False alarm probability [PI]

Figure 5. Comparison hard fusion rule based cooperative sensing

Second simulation result shows the comparison sicliree hard fusion rules such
AND, OR and MAJORITY rule of cooperative sensingisl given in Fig.5. From the
figure, it is clearly observed that AND rule perfa poorly and OR gives the better
probability of detection whereas MAJORITY rule cammises both. Even though OR
rule gives better probability detection or protectiof primary user it is inefficient in
spectrum utilization since the decision is basedingle user.

We also compare the performance of cooperativeirggngith matched filter
detection with different number of cognitive usefs the number of cognitive users
increases in the network, it is more vulnerabléhtosecurity threats. From fig.6, at false

rate 0.3, the probability of detection is 0.45 famber of users is 5 and it is 0.25 and 0
for the case of number of users 10 and 20 resgdgtiv
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Comparison of Cooperative sensing with Trust
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Figure 6. Performance of cooperative with different number of cognitive

users

Table 1. Cooperative sensing using energy detection and matched filter

detection with and without trust value

Probability of false Energy detection Matched filter detection

alarm (Pf)
Py without Py withtrust | B without Py with trust
trust trust

0 0 0 0 0

0.2 0 0 0.1 0.41

0.4 0 0 0.97 0.99

0.6 0 0.05 1 1

0.8 0.5 0.79 1 1

1 1 1 1 1

6. Conclusion

In this paper, we present a simple approach togatgi SSDF attack based on the
trust value. The FC restricts the SSDF attack lojuding or excluding a cognitive user
for final decision of spectrum allocation baseditntrust value. We observe through
MATLAB simulation that the trust based cooperatisensing is more effective in
determining attackers as comparing with the coneeat cooperative sensing technique
while false detection is minimal. We also obsertteat matched filter based cooperative
sensing performed well as compared with energyctietebased cooperative sensing.
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In this article, we consider only AWGN channel apeaximental purpose, in future
we will examine SSDF attack and mitigation of SSbé&sed on trust values in time
varying channels such as Rayleigh and Rician channe
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