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A lightweight Security Framework for Wireless Sensor Networks against the 

Blackhole Attack 
 

  

 

Abstract: 
 

In recent days the most emerging research field is the Wireless Sensor Networks. Wireless Sensor 

Networks have been used in numerous fields of application like traffic control, environmental monitoring, 
military etc. Since the attacker can compromise each sensor node, the WSN isn't a safe network. Security 

vulnerabilities such as Sinkhole Attack, Black Hole Attack, Wormhole Attack are numerous in sensor 

networks. In recent times too many algorithms are being suggested to identify or prevent the researchers 
from attacking. Still, the work continues to assess the trust and credibility of the sensor nodes. Currently, 

indirect and direct trust values are used to track the behavior of nodes and a majority of the monitoring 

system detects an attack using additional nodes. This approach raises costs and overheads as well. This 

paper proposes an EDPMBA i.e. Enhanced Detection and Prevention Mechanism for Black Hole Attack 
Method of Trust which detects the Black Hole attack in the network. Attacker Detection metric is used in 

the proposed work to identify malicious nodes based on time delay and reliability. 

 
Keywords: Protocol, Black hole attack, EDPMBA Algorithm. 

 

I. Introduction: 

Recently, WSN i.e. Wireless Sensor Networks have been gaining popularity worldwide for its 
usage in various application to detect conditions environmentally such as vibration, temperature, noise, 

sound, etc. and to collect and forward data to the base position through the nodes. The origination of WSN 

was from military applications including monitoring of war fields. Recently, wireless sensor network has 
become more common; businesses use this kind of network to track and manage equipment, hospital 

monitoring of health, and so on. Thanks to its smaller size and lower cost this kind of network has become 

popular, but limited memory, limited battery power, lower processing speed and lower bandwidth are the 
limitations on sensor nodes. A highly dispersed sensor nodes are consisted in a WSN network, which must 

be tracked at a location called the Sensor Field. Sensor node aggregates data and moves it to either the Base 

Station (BS) or the sink node. Communication patterns in the regular sensor networks must be multi-hop, 

since there are limited resources, processing capacity and communication range in the sensor nodes. loss of 
data can occur due to the vulnerability of malicious nodes as data packets are forwarded to the base station 

or sink node. 
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During transmission, the sensed information is attacked many times; packet dropper attack is the 
same as black hole attack, amongst the most common attacks. Here the fastest path leading to the 

destination is got and told by the intruder to the sender. The packets received from the sender is removed 

or eaten. A black-hole attack [12], advertising a way through a compromised node in route information 

updating or on-demand routing in table-powered protocols of routing during route setup process from 
the source node as the best path. 

 

II. Literature survey:  
During past research work, multiple approaches to defend WSN from black hole attacks are 

introduced. Karakehayov [18] came across a one of a kind approaches to develop a REWARD (Receive 

Watch Redirect) routing algorithm for WSN to experience a single or a black hole attack team. REWARD 
provides a centralized database for the storage of malicious nodes and their positions respectively 

immediately as the wrongdoing nodes are detected. Tiwari et al.[7] made the paradigm local information-

based known through which a local information-based attack can still be detected while sensor nodes are 

not wary of the global view. To do this, an algorithm was proposed that followed a specification-based 
principle that takes into account the actions of the nodes and is calculated on the basis of that action. The 

sensor network uses a tree topology, where the network entirely is separated in clusters and every cluster 

perceived to be a tree leaf and the cluster head is referred to as the cluster’s parent. The detection of 
malicious node function in the WSN is assessed [9, 11, 15, 17], depending on the trust of the individual 

nodes. 

The author suggested a method on detection of malicious node when the transmission of a packet 
from a source node, the radius created between the source and the sink nodes of virtual cylinder is termed 

as w. Both the cylinders virtual nodes are permitted to transmit packets over the multipath, in case of a 

corrupted node within a virtual cylinder it is transmitted to the sink via a virtual cylinder [1]. In case of 

black hole attacks [2], some base stations using a genetic algorithm with optimized position have 
proposed efficient packet distribution. "Improvised hierarchical intrusion-efficient vitality system" 

defends the sensor fields against attacks by black hole. It focuses on the forwarding of control packets 

between the sensor node in the base station. Easy station serves as a control node for detecting any 
malicious node protecting nodes from black hole attack. Sensor nodes with the cluster head may be 

imagined as black hole nodes, and an effective method may be formulated [3]. The emphasis in this 

transcript has been on Black Hole Attack for detecting and preventing in cluster-based WSNs. With two 

cluster heads Clustering based network is used to identify black hole in each cluster and prevent it. 
"Improvised hierarchical intrusion-efficient vitality system" defends the sensor fields against black hole 

attacks [11]. Forwarding of control packets between the sensor node in the base station is focused on. 

Simple station serves as a control node for detecting any malicious node that defends nodes against black 
hole attack. You can picture sensor nodes with the cluster head as black hole nodes, and an effective 

approach can be devised [3]. The emphasis in this research has been on detecting and preventing Black 

Hole Attack in cluster-based WSNs. With two cluster heads the clustering-based network used in every 
cluster to identify and avoid black hole. The network would then be under attack in case the node 

selection is not as per CH > max. Various topologies, various protocols, and similar stimulation protocols 

can be used to expand this work [5]. 

 

III. Proposed Work: 

We will discuss the suggested approach and how it operates in the following session, 

A. Node discovery and Trust Initialization 
In the Lifetime system the node discovery process is performed by sending hello packets after a 

short interim period. A sensor node talks about Hello packets for finding neighbours. Neighboring hubs 

will pick a node 's reliability from which they will accept packets of hello when collecting packets of hello. 
Suppose the node is sent by bundles of hi I consider its neighbors. A j node supports node I reliability when 

it comes to receiving hello packets [12]. For I, a neighboring node is enforced by a proportion ascertaining 

the amount of j that is the hello packets node received from I node against the sent hello parcel numbers. In 



International Journal of Future Generation Communication and Networking 

Vol. 13, No. 4, (2020), pp. 129 –135 

131 
ISSN: 2233-7857 IJFGCN 

Copyright ⓒ2020 SERSC 

the case following, investigate with the help of node j, The location of node I in the up and up list, the off 
chance that node I will be on the up and up list, The trust at this stage will be undermined by an opportunity 

indicated by any steady factor as "down" and the down estimate will be set to "0.3." If that node I'm absent 

from the insider savvy list, encouraging some steady item to say "up" would increase their faith. Bring the 

neighbor into the neighboring rundown and thus upgrade an opportunity node I to the comparable trust and 
store it in a trust table. 

On the off chance that a hub is available on the up and up list, at that point  

new trust = down * trust ;/down = const esteem else  
new trust = up * trust ;/up =const worth Update trust an incentive for neighboring hubs.  

B. Nodes selection and Revocation  

At this point, the troublesome node is boycotted and a trustworthy communication node is chosen. 
While j i.e. the neighboring node accepts packets from I node state, it will evaluate its reliability. In order 

to measure this, a ratio called the conveyance ratio is determined immediately for a neighboring node off 

the bat as the ratio of information packet numbers received from node I to the sum of information packets 

sent. At the same time, I get an old node-trust component. In the event that the node I delivery ratio is found 
not exactly old node I trust calculation at this point declines the confidence a node I incentive by any stable 

indicated factor as "down," and this estimate is "0.3" and does not accept the demand of the course from 

node I, expect to say, expel a node from a round [11]. At the off chance that confidence value is discovered 
more prevalent than its conveyance ratio, at this stage its confidence is strengthened by an opportunity to 

say "up" by some steady factor and its value is set to "0.5." Finally update an opportunity for node I to the 

relevant trust. 
i. A node that gets course demands neighboring node packets, gets the delivery ratio (DR I) 

and I trust neighboring nodes. If that (DR I trust I) is the case then  

new trust = down * trust I + DR I; else  

new trust = up * trust I + DR I;  
Often, get the appreciation of vitality for a neighbor node and check how much vitality it has spent 

before further procedures. Confirmation should be done for all esteems of vitality and trust. 

ii. In case of vitality and trust esteems exceeding past preordained limits of confidence and 
edge of vitality, a packet will be available at that level. 

 

Routing Procedure 

EDPMBA runs periodic patterned system. The process length defines how much data is being 
shared and modified in time direction. Node discovery process begins after an appropriate interval that 

produces the list of nodes that are neighboring. Cluster is established amongst the neighboring collections. 

CH and CO are chosen to play a crucial role in the packet transfer process and overall communication [12]. 
A path to the destination node must be identified, to which a data packet must be communicated or sent 

before the start of a node with the forwarding phase of the actual data packet. Therefore, a route discovery 

process is initiated by sending packets for path requests. A major role is played by the trust metric in setting 
up a safe path. 

 

Algorithm 1: Algorithm for Enhanced Detection and Prevention Mechanism for Black hole Attack 

(EDPMBA) Trust Model 
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IV. Performance Evaluation 

The success of the suggested protocol is calculated with parameters such as 'Average Energy' 'End-to-

End Delay', 'Jitter', 'Packet Delivery Ratio,' 'Throughput' vs 'Interval' in both environments as with and 
without an attack. The simulation results in the presence of attacks shown in Figure 1 to 5 mean that, with 

the increasing interval, PDR continues to increase, while the throughput decreases by a small amount, the 

average energy consumed by nodes decreases at interval 0.07 and then increases marginally and remains 
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nearly constant until interval 0.1. Delay and Jitter increase or decrease by a small factor that does not show 
a significant difference and can be assumed because their findings remain consistent. Protocol performs 

much better, without the involvement of attacks. The protocol achieves better PDR as it decreases the 

probability of packet collision and flooding the network so that maximum packets are reaching to the 

destination with the that interval[11].  

The plots represent the performance with the number of nodes at a fixed interval, and it is 
observed that there is no significant difference between performance parameters with the number of 

nodes increasing and decreasing. Therefore, it can be argued that the current protocol fits best with 

network scalability.  
In Figures, a comparison of the current protocol (DPMBA) and proposed protocol (EDPMBA) 

is presented. The proposed protocol provides better PDR, throughput, and end-to - end delay 

performance. Since the current system uses waiting time mechanisms that can cause further delay and 
latency in packet transmission, while the confidence model in the proposed system eliminates this delay 

by separating earlier misbehaving nodes. The proposed protocol needs a little more energy than the 

current protocol as it overcomes some of the current system's limitations as node mobility, detects 

single and cooperative attacks and it maintains neighborhood trustworthiness, and therefore is 
considered to be acceptable[12]. 

 

Fig. 1: Intervals Vs Average Energy with and without attack DPMBA and EDPMBA 

 

Fig. 2: Intervals Vs Delay with and without attack DPMBA and EDPMBA 
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Fig. 3: Intervals Vs Jitter with and without attack DPMBA and EDPMBA 

 

Fig. 4: Intervals Vs PDR with and without attack DPMBA and EDPMBA 

 

Fig. 5: Intervals Vs Throughput with and without Attack DPMBA and EDPMBA 

 

V. Conclusion: 
The proposed algorithm detects black hole attacks in the wireless sensor network, based on the 

parameters such as time delay, reliability and bandwidth. The DSR protocol of routing is used for 
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forwarding efficiently the packets, that has increased network life to the maximum. The algorithm proposed 
differently uses metrics to identify malicious aim node. Misbehaving nodes also called the potential 

malicious node are checked for their behavior by sending dummy packets. Packets must be dropped by the 

malicious node, so they can be identified easily. Each Node 's state is shared with the rest of the node. 

Improves the standard of network security. The proposed trust model documented an efficient and safe 
method for detecting black hole attacks and provided a routing route protected from the sensor node to the 

base station. Tests analysis was carried out and the proposed algorithm recognizes the black-hole attack 

and provides protection for the network was proven. 
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