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ABSTRACT

The rate of cybercrime has increased because of the extensive use of the internet-enabled
technologies. Due to the data storage of distributed services and the location of data servers in
various countries, establishing methods to track the records of cyber crimes are quite difficult. The
major problem in the current scenario is the legal compliance such as jurisdiction of the data servers
located in various continents. The cloud servers are normally distributed all over the world to prevent
the data loss due to natural disasters etc. and it is very difficult to get the details of the various events
happening at different places. This paper examines the research works of various researchers on
tiered approach of cyber forensic in distributed environment. This paper analyses the identification
mechanisms for various types of cybercrimes and control measures of government rules and
regulations to control cybercrimes. This paper reviews the cyber security problems arise due to the
ongoing establishment of 10T based network and the implementation of smart cities.
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1. INTRODUCTION

There is huge increase in the rate of digital crimes because of the wide use of internet-enabled
technologies. The new forms of cyber-attacks end up in personal and organization loss of Information
Technology assets. Due to the data storage using the data-distributed services, establishing the
methods to track the records of theft is quite difficult due to the distribution of data servers in various
countries. The major problem in the current scenario is the legal compliance such as jurisdiction of the
data servers located in various continents. The legal formality to enable the review process itself is
different in various countries.

One of the distributed services in high demand is cloud computing and the technology has got
wide acceptance because of its boundless features and facilities such as “as a service”. The cloud
servers are normally distributed all over the world to prevent the data loss due to natural disasters, and
it is very difficult to get the details of various events happening at different places. Digital evidence
that is required to be presented before a court is prepared with the help of Computer Forensics. The
investigation of the content and the analysis phases are considered critical ina forensics procedure.

I1. BACKGROUND

The digital Forensics techniques like analysis and review will help the investigators get
evidence from the victims of targeted system to present before court. The examination of the victim
system and its analysis are considered to be the most important phases of a digital forensics
procedure. A brief study of literature in the cyber forensics investigation process is discussed below.
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A. INTRODUCTION ABOUT CYBER FORENSICS

In [1], Mr. Nan Sun and Mr. Jun Zhang, 2019 in his paper discussed the Cyber forensics as
the application of data analytical techniques in electronic data storage for legal purpose and the
interpretation of the data recovered. There is huge increase in the rate if digital crimes because of the
wide acceptance of internet enabled technologies by the society which ultimately results in the
personal and organization loss of Information Technology assets. A wide variety of cyber-crimes
activities can be properly marked by examining the digital information using the computer forensics
conceptions. This information can be submitted to audit and trial court. These results obtained by a
cyber-analysis will be useful to prevent future cyber-crime activities

When a cyber-crime occurs, the cyber forensics analyzers will physically isolate the device
and make sure that the device is not contaminated. The digital medium where the crime occurs is
made safe by creating a separate copy of it. Once the digital copy is ready then, the original medium
is locked and all the analysis works are done in this copy only. In [2], M. A. Kuyperset et al., 2017,
stated that the analysis included searching hidden folders and unallocated disk space to find out the
deleted files, and any evidence found would be documented in a “finding report” to be submitted to
the court. A basic set of activities in a cyber-forensic analysis is described below:

1) IDENTIFICATION

In the digital investigation process, the investigator should have a clear idea about the type
of evidence sought and how to preserve it. He needs to study the case carefully and identify the
requirements like source of information and integrity of the information to go forward to get
evidence in the case. This is known as the identification phase. The integration of computation and
physical processes will lead to the making of Cyber-Physical Systems. These systems are connected
to internet and controlled by the distance user. If such Cyber physical systems are involved in the
crime, identification mechanisms should be considered in the investigation process of cyber crimes.

2)EVIDENCE ASSESSMENT

In [2], M. A. Kuypers, et al., 2017 explained how evidence assessment can be made. All the
possible sources like target system, networks, hard drives, and social media accounts are examined to
retrieve information. This information is then evaluated.

3.EVIDENCE ACQUISITION AND PRESENTATION

In [4] C. Blackwell, 2010 talked about how to acquire evidence and presented it. The
system involved in the crime is removed from the network and made write-protected using digital
technique to ensure that no alteration is done to the evidence. The investigators ensure that the
system involved in the crime activity is presented without any alteration.

4) EVIDENCE EXAMINATION

In [18], P. Bednar, 2000, presented how the agents typically examined the cyber-crimes.
The cyber expert investigators would use high end digital dedicated tool to examine the data. The
deleted or altered information would be identified and converted to digital evidence.

5) DOCUMENTING AND REPORTING

In [6], Kraemer, S, et al., 2009, explained how records could be created and accurately
presented using cyber analysis investigation. The records created by the investigators must contain
all the details about the case. The evidence is stored in archives to ensure the validity of the
findings.
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B. CYBER-CRIME INVESTIGATION FRAMEWORK

In [5], Mr. Jonathan McClainet et al., 2015 in their paper argued about the need of cyber-
crime investigator to connect with multiple levels of officials in order to take strategic decisions.
Strategic Thinking Framework (SST) must be used to capture relevant information which should be
converted to the format compatible with the investigation process. With the aid of various concepts
like evidence bags, automated logging-network tools etc. this could be made as a specialized system
fortified for investigation.

C.GOVERNMENT REGULATIONS IN CYBER SECURITY

In [3], Jangirala Srinivasaet et al., 2019 said that it is required to compel the companies and
other IT organization to follow the regulations for cyber activities for the purpose of shielding data
from cyber-attacks. Several possible attacks may happen to a system in the network. As result it is
required to establish or ensure numerous principles in cyber defense. A Cyber Incident
Management frame work should include major components such as the technology used, security
algorithms, and emergency response against cyber-attacks.

D.CYBER INVESTIGATOR PROFICIENCY FACTORS IN ANALYSIS

In [11], D’Amico et al., 2005 said that Proficiency of cyber security investigator was a
major problem in this area. Proper research in the cyber forensics area should be conducted where
data collection was an important aspect. This data should be properly analyzed so that future attacks
could be analyzed and effectively prevented. In [7], Forsytheet et al., 2013, proposed that in order
to carry out the accurate cyber forensics, the investigator should be trained and equipped with the
latest technology. FIRE (Forensic and Incident Response Exercise) platform developed provides
various forms of training in the digital forensics analysis activities. The ultimate objective of this
model is to equip the cyber forensic investigator with the right tool.

E.SMART CITIES AND CYBER SECURITY

In [13], A.A. Cardenas et al., 2008, in their research paper stated that loT-based smart cities
would revolutionize people’s lives. Smart cities heavily depend on technologies and hence
probabilities for cyber-attacks could lead to significant loss. By the application of regulatory frame
work for cyber security, we can ensure that security is observed. In [12],V.R. Kebande, 2016
discussed the role of cyber-framework in securing loT-based smart cities and the network of loT
enabled devices. The framework considered the Government as policy setter and acted as
coordinator in order to define and dictate the technical standards and other requirements. New
economic and social opportunities are generated by the emergences of smart cities that are
supported by the latest technologies like 10T, Blockchain and CPS, artificial intelligence systems
etc. These new trends and innovations will lead a threat to our privacy and security. These systems
will lead to unique progresses to the excellence of our life. These systems can be used in many
areas of the human life. The introduction of such a framework encourages collaboration in a secure
way so that effective and innovative smart cities can be built. In [14],E.A. Lee, 2018 analyzed the
importance and usage of cyber physical systems and their design aspects. The researcher also stated
the cyber security challenges have to be considered, when we design such systems.

F.CYBER FORENSICS IN 10T DEVICES

In [15], C.W. Tien et al., 2007 in their paper anticipated Cyber physical Systems and their
operations in diverse situations and connects with a varied set of equipment and networks. These
heterogenic, diverse, and complex systems introduced new level of vulnerabilities and need security
including digital forensic capabilities. A digital forensics investigator uses the attacker’s computer to
catch more details and signs of the attack which may help to prove the case. In [8], Reed, T et al.,
2014, presented that information regarding the attack could be extracted from the RAM. RAM
artifacts of Java program can be used to extract these details. JVM runs on various platforms and the
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details about the program, even after the usage of garbage collector and termination of the program,
can be accessed and will be helpful for an investigator This helps the investigator to categorize the
software used to takeoff the attack and understand the inner drifts. In [19], Washburn Det al.,2010,
presented that the Cyber physical systems were the result of assimilation among internet technologies
and physical processes which may distress the physical developments and vice versa. The machines
that are used for these cyber physical systems can be easily compromised and hijacked. This mandates
the need of safety measures and cyber forensics skills. Therefore, obviously the behavioral analysis
will lead to the actual understanding of the persons involved in the crime.

G.BEHAVIORAL EVIDENCE ANALYSIS INTO CYBER FORENSICS ANALYSIS

In [17], G.Grispos et al., 2017 said that the Behavioral Evidence Analysis (BEA) within the
computer forensics examination had limited adoption in the field. This (BEA) model takes a
multidisciplinary approach which includes the investigation of the seized machines related to different
cases that include details of both the offenders and the victims. This model helps to concentrate on the
exploration process and logical guidelines and conclusions for the case investigation. BEA includes
current practices used in Digital forensics and also other technical examinations specific to BEA. As a
future work, it is required to add more capabilities to the cyber forensics using BEA. The Equivocal
forensic is used in the Behavioral Evidence analysis. The first one refers to the inspection, analysis
and evaluation of the evidence, and employing perilous thinking and logical analysis and the latter
refers to the characteristics of the victims and analyzing to reach in conclusion.

I11. CHALLENGES IN CYBER FORENSICS ANALYSIS IN THE DISTRIBUTED DATA
ENVIRONMENT

The major problem in the current scenario is the legal compliance such as jurisdiction of the
data servers located at various continents. The legal formality to enable the review process itself is
different in various countries. One of the highly demanding distributed service is cloud computing and
the technology got a wide acceptance because of its boundless features of availing facilities “as a
service”. The cloud servers are distributed all over the world to prevent the data loss due to the natural
disasters etc., and it is very hard to get the details of the various events happened at different
instances.

IV. TIERED APPROACH FOR CYBER FORENSICS IN THE DISTRIBUTED DATA
ENVIRONMENT

In this connected world, it is more effective to keep the stamp of various events happening in
the environment. In [20], Joe Haggerman et al., 2017 explained the concept of tiered approach for
cyber forensics. This research work may be extended to develop a novel model for a computer
forensic investigation of varied big data, and it will help the examiner to identify the threat. The
proposed model is composed of four steps: application analysis, operating system analysis, transaction
analysis and forming an opinion. The model is independent of operating system and the application.
For all transactions the model keeps a stamp of it and keeps all the details of the transaction where
they occur.

A. FUNCTIONALITIES

In [9], R.G., McClain, J et al., 2015, explained the concept of application analysis when a
cybercrime occurs. The Application analysis will analyze the application and help to get an initial
view about the event. The module will analyze the browser artifacts relating to the events and keep a
copy of the whole scenario. In [10], Stevens-Adams, et al., 2017, established the need of Operating
system analysis for cyber incident prediction. The operating system analysis will identify the details
of the system where the event actually happened and it keeps track of the systems that are involved in
the event. In [16], J. Gosling, B. et al., 2015, explained the transaction and their management concepts
for cyber incidents. The Transaction management will keep the details of the transaction such as the
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parties involved and other related information. A stamp of the various events in the crime is stored
from these layers; this stamp can be used as an evidence for the occurrence of events.

B. CRIMINAL PROFILING

In this criminal profiling, the digital profiles of criminals are created, which will help in the
investigation of the cyber-crimes. In the digital profile, the different characteristics of the criminal are
identified and stored in a data warehouse. It will help in future investigation process. The criminal
profile of a person includes the nature of crime scene, the details of the offense committed, and the
way by which it was committed. There are two different ways for criminal profiling inductive and
deductive. The inductive method uses statistical tool and methodologies to study the behavior of the
criminal and this physiological devours and crime patterns are identified. In deductive methodology
the profile created based on examining the type of systems and how the manner by which the crime
was happened.

V. CONCLUSION

In this research paper, we discussed the various research works in the area of cyber forensics
in the distributed environment. Based on the study of previous research works, we have planned to
develop a novel model for digital or computer forensic analysis of dissimilar big data for helping the
investigator to identify the perpetrator. The proposed model is composed of four steps: application
analysis, operating system analysis, transaction analysis and forming an opinion. The model is
independent of operating system and the application. The model keeps a stamp for all transactions
about when and where it occurred. This model will help to analyze the cyber-crime incidents and can
be used as an evidence in the investigation of cyber crimes.
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