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Abstract 

Voting is process were collective decision is done for a place of authority. Decades back, this process 

was paper based were individual person would secretly vote on paper and put the closed paper in 

ballot, then collective votes were counted for majority. Drawbacks faced by this process were waste of 

paper and was expensive. Earlier the voting process was applied through internet, claiming it as E-

voting. E-Voting process must maintain data integrity and protection from manipulations of vote 

casted. To obtain this aim, we are proposing a method which is used in election process. Herein a 

voter is assigned with each node, one image is distributed in two sub-images which are generated as 

private key and public key. Thus, using Visual Cryptography for verification. Then nodes wait their 

turn to create the block, all information is stored in these blocks after verification. Thus, Security and 

data Integrity is maintained for casted vote with help of Visual Cryptography and Block chain 

Technology. 

 

Keywords: Security and Protection, Visual Cryptography, Internet Voting System, Voter Password, 

Visual secret sharing. 

 

1. Introduction 
 

       With digitization in millennial years, electronic voting systems have been used in many countries 

for   their general elections as well. In 2005, Estonia become the first country to have general public 

election nationwide through e-voting. The same was adapted by various European countries like 

Switzerland and Norway. A major issue faced for these elections was maintain its spree with 

traditional ballot system to give voter with privacy of vote and maintain integrity of vote after casted. 

The main challenge was that the vote must not be tampered and changed under any influence. 

However, this technique was not able to provide with total animosity and many agencies were able to 

identify and intercept the casted. Blockchain is secure and safe way for same system to make more 

reliable and trustworthy. 

 

2. Literature Survey 
 

        Innovation in digital technology has helped new millennial generation with many new 

things. Traditional Use of    Paper for electoral process is changed with advent of digital technology. 

More conventional method through technology is implemented. But as the change is implemented 

more threat towards security and data integrity of casted vote is considered in this conventional 

method which is done when Offline. The system which can allow decentralize system to come 

together with entire database which is owned by many users as well maintain data integrity for system 

can be embraced by Block chain technology as one of the solutions.[1] 
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Amongst the young tech savvy generation there is lack of casting vote, this E-voting is a perfect 

solution for same-voting Block-Chain technology is one of the solutions for e-voting to become more 

transparent and open. Block Chain technology can be used in various fields but now Block chain 

technology is not in in its full potential.[2] 

Since 1970’s electronic voting is used as it gives benefits over the use of paper-based system in 

accuracy and reduced errors. With advent of block chain technologies, major initiatives are taken to 

check the feasibility of same in use of e-voting. The proposed approach is used with Multi-chain and 

in-depth evaluation of approach [3]. 

  

 

 

3. Related Work 
 

      [1] Online payments can be sent from one person to another person with the use of electronic cash 

or   digital currency. In this transaction interference of any bank portal or financial institution is 

negligible, this is done with help of Digital Signature. But this Digital Signature can be used more 

then once which allows lost of a trusted third party and problem of double spending arises. The work 

proposed is a solution to the double-spending problem wherein the network is used where node to 

node transaction are timestamped by hashing and thus chain of transaction is hash based to form a 

record. This record is proof of work and termed as Blockchain. Blockchain also included sequence of 

events as proof of work which comes from largest pool of computing. Thus, to undo theses record 

becomes difficult to attacker. Peer to peer network with record of transaction and sequence of events 

in hash form create suitable Blockchain which prevents double spending issue for digital currency 

thus making transaction fast and trustworthy with less interference of financial institute. 

 

 
 

 

[2] The security of documents in this digital world has become new paradigm. Digital documents 

cover large number of paper work such as Digital signature, legal papers regarding property, will of 

person, etc. The authors have considered security of these legal documents through smart contracts. 

Smart contracts are documents with terms of agreement written in lines of code by entities involved in 

transaction. The contract is being executed and controlled by lines of code present in it and through 

network. Smart contract involves four basic things a) Terminology in which they are defined. b) 

Automation it involves c) Execution of agreement decided upon d) Semantics. Semantic framework is 

basic foundation for smart contracts, there operational and automatic aspects work side to semantics. 

Figure1.Peer To Peer Network with Record Of Transaction 
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Templates formed for smart contracts identify the further work and common standard code used for 

same. Blockchain form secure transit to timestamp and mark the transaction on legal level. 

 
 

 

 

[3] Estonia was the first country to use e-voting for general elections through internet in 2005. In this 

system every citizen of country was provided with ID card with digital signature which holds their 

authentication as well as public key for security. Card was provided with remote e-voting and advance 

voting system wherein the citizen was able to re-vote till he finalized his vote. The system gained 

popularity as well as trust by giving privacy to the voters. Below figure shows the casting of vote for 

e-voting with pubic key and private key. 

 
 

 

 

[4] The Internet of Things have many devices connected to each other over internet. These devices communicate 

with each other to give information regarding physical values or some analytics about surrounding. Machine to 

machine communication where two or more machines share values and information to establish a log for 

analysation and monitoring is represented as M2M. The logs established should identify the machine as well 

keep the information accurate and maintain security and privacy. This privacy maintaining issue over reputation 

over decentralized system is termed as M2M-REP (Machine to Machine Reputation) which keeps the log of 

global reputation and feedback in encrypted form. 

 

 

Figure 2.Evolution Of Legal Prose And Parameters 

Figure 3.Casting Of Vote For E-voting With Their Keys 
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4. Conclusion And Future Work 
 

         The survey has been done through the way where Blockchain is used for online transaction, 

maintaining smart contracts and blockchains use in M2M-REP for machine to machine 

communication. Considering the security provided by blockchain, consideration of same for voting 

system is approach for this system where same security and integrity has to be maintained, Internet 

based voting become reliable and ensures more participation with help of blockchain. This is obtained 

through low cost and integrity for each vote is assured. The proposed system uses visual cryptography 

to provide mutual authentication for voters and election servers, Blockchain technology serves for 

data integrity and security. 
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