
 
International Journal of Future Generation Communication and Networking 

Vol. 13, No.2s, (2020), pp. 1640–1643 

 

1640 
ISSN: 2233-7857 IJFGCN 

Copyright ⓒ2020 SERSC 

 Study of Credit Card Fraud Recognition using machine learning 

classification methods 

Saba Latif 1 ,Aditi Kulkarni2, Rani Molkire3 and Pooja Nangare4  

NBN Sinhgad School of Engineering 

Abstract 
The usage of credit cards for electronic transactions has rapidly increased due to the emergence and 

exponential development in e-commerce and it has triggered a drastic surge in credit card fraud. 

Fraudulent transactions are mixed in real life with legitimate transactions and clear pattern matching 

methods are not always sufficient to accurately identify such frauds. Efficient fraud monitoring program 

applied. 

Keywords: Credit Card Fraud Detection, Machine Learning Classification Techniques, Data Mining. 

 

I. INTRODUCTION 

The Credit Card Fraud uncovering Problem includes demonstrating the prior period Mastercard 

exchanges with the consciousness of the ones that ended up being a fake. This model is then used to 

perceive whether another exchange is false or not. Because of the ascent and quick development of E-

Commerce, the utilization of Visas for online buys has drastically expanded and it caused an abrupt 

increment in Mastercard extortion. As Visa turns into the most mainstream method of installment for 

both online just as should be expected buy, instances of extortion related with it are likewise rising. The 

subtleties of things bought in an Individual exchanges are generally not known to any Fraud Detection 

System. Portraying the general highlights of the product is worried about characterizing the 

prerequisites and setting up an elevated level of the framework. During engineering plan, the different 

pages and their interconnections are perceived and structured. The significant programming segments 

are recognized and decayed into handling 

 

Scope & Objectives: The Credit Card Fraud uncovering Problem includes demonstrating the prior 

period Mastercard exchanges with the consciousness of the ones that ended up being a fake. This model 

is then used to perceive whether another exchange is false or not. Because of the ascent and quick 

development of E-Commerce, the utilization of Visas for online buys has drastically expanded and it 

caused an abrupt increment in Mastercard extortion. As Visa turns into the most mainstream method of 

installment for both online just as should be expected buy, instances of extortion related to it are likewise 

rising. The subtleties of things bought in an Individual exchange are generally not known to any Fraud 

Detection System. Portraying the general highlights of the product is worried about characterizing the 

prerequisites and setting up an elevated level of the framework. During the engineering plan, the 

different pages and their interconnections are perceived and structured. The significant programming 

segments are recognized and decayed into handling 

 

Motivation: as of late, themes, for example, misrepresentation discovery and extortion avoidance have 

built up a great deal of consideration on the examination front and specifically from installment card 

backers. The explanation behind this is an expansion in investigate movement can be perceived as the 

enormous yearly money related misfortunes caused via card guarantors because of the false utilization 

of their card items. A fruitful procedure for managing misrepresentation can decisively mean a huge 

number of dollars in speculations every year on operational expenses. 

 

II. LITERATURE SURVEY 

' Work on a Credit Card Fraud Detection Methods Based on Distance Summary[1], ' This paper selects 

actual credit card data from a single domestic commercial bank as the study goal. 

Using the Genetic Algorithm to Enhance the Identification of Imbalanced Data Sets for Credit Card 

Fraud Detection Methods[2], In this research, a new approach for the generation of unwanted minority 
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data sets was proposed to establish e-banking fraud detection using K-Means clustering and genetic 

algorithm as an oversampling technique. 

 

Dataset change quantification for the identification of credit card fraud[3],Using a Random Forest 

classifier, we prove that the inclusion of the previously defined form of day raises the Precision-Recall 

AUC by a slight percentage (2.5%). 

 

This paper takes advantage of the BP neural network algorithm and whale algorithm and suggests a 

new credit card fraud identification algorithm using a whale algorithm to refine the BP neural network 

algorithm. 

 

"Research on the Identification Frameworks for Credit Card Fraud[5],"  card fraud prevention has drawn 

been a lot of attention from the academic community, and many methods to combat payment fraud have 

been suggested. 

 

“Research on the Credit Card Fraud Detection Methods Based on a Similar Coefficient Sum[6]”, This 

paper presents a new credit card fraud detection model based on the similar coefficient sum to forecast 

whether the credit card transaction is a fraud transaction or not. 

 

"Real-time Credit Card Fraud Detection Using Machine Learning[7],"Credit card fraud detection has 

been a big study field for researchers for years to come and would be an interesting research field in the 

immediate future. 

“Review on the Fraud Detection Models and Methods in the Credit Card Transactions[8]”,  

"We placed together different methods in this paper to classify fraudulent transactions and to evaluate 

certain methods. One or a blend of such techniques may be used to identify fraudulent transactions. 

Additional functionality may be added, or new forms of sampling may be used to train the model better. 

 

III. EXISTING  SYSTEM  APPROACH 

Numerous literatures about anomaly or noise detection has been published already and is accessible for 

public usage. Regardless of the domain, it has been proven that these techniques are useful in obtaining 

the goal – to recognize and distinguish anomaly from the normal instances in the dataset.  

Disadvantages: 

 It could not accurate. 

 Less stability & security provides. 

 

IV. PROJECTED  SYSTEM  APPROACH 

The proposed system defines the credit card fraud securely even the credit details is more secure for the 

new users that may have in twice the user can creating the fault of the credit card system so the system 

can take an action for the user like it can detect the fraud and inform the user that he can make a fraud 

also we can access their current fraud location that he might to change the location. 
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     Fig: System Architecture 

Advantages: 

• The system must be user friendly. 

• User can satisfy using this credit card fraudulent detection system. 

• User verification should be Accurate. 

V.  Results 

Sr.No Process Accuracy Results 

1 Using Naïve Bay’s Theorem 0.9457632 

 

The Naïve Bay’s theorem predicts the accurate outcome which maybe belonging to the fraudulent 

results, whenever the user can access this system that he might attempt the verification as well he can 

notify the when he purchases some online products the fraud amount will detect the user’s accounts and 

predict the fraud and take action among them. 

VI. CONCLUSION 

This project's purpose is to find out the fraud transactions done by fraud users with a high accuracy 

security system. By using the user behavior methodology it’s easy to detect the pattern of the transaction 

to detect the transaction purpose.. 
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