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Abstract

As there are many revolutionary technologies in the voting system, nowadays people can record
their vote by online from their remote places, which saves time and energy. On the other perspective,
important aspect that has to be considered is security in online processing system. Block chain
technology helps in maintaining the security against cyber-attacks in this application. This system
provides distributed architecture of storing the data and this distributed architecture system stores the
data among different servers. When the voting is made by the people after their biometric
confirmation, the block chain technology helps in converting the votes into the hash value and save
them to their corresponding database, where the reliability of the data is maintained. This technology
provides transparency in the voting system and apart from the vote count the anonymity of the people
will be maintained. This ensures the privacy of the voters. So the proposed system establishes the
secured voting system which makes the electronic voting system easily accessible.
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1. INTRODUCTION

In the world of democracy peoples have the fullest rights to decide and select an efficient
leader to lead them. That decision is finalized by the process of election. The election is done by
voting for the candidates who have opted to join in the election. The person who gets the most votes
will win the election and he is decided to be the leader by the people, like Abraham Lincoln said “of
the people, by the people, for the people”.

To maintain the integrity nowadays election commission is formed. In the starting, the
election is done by voting to a candidate by the paper and then many vote rigging has been done in
this method. But a same person has voted for more than one time and day by day this was increased
dramatically in the election process. To avoid this, election commission has made a great change in
the voting process by introducing an E-Voting machine.

This machine consists of multiple buttons and each of the buttons is allocated for the separate
candidate’s symbol. When the voters press the button for a candidate, the vote count will be saved in
the voting machine. It consists of a memory storage module which stores the data and finally the votes
are counted by adding the votes in the machines storage unit. But also in this process, some peoples
have done vote rigging by attempting to vote more than one time, and also by hacking the storage
module in the voting machine.

To over through all this types of problems we are proposing a system with more security, easy
for voting and vote counting which set free time and money for next generation voting process. In this
system block chain technology is implemented to provide security against the modifying the voting
count through hacking, and the fingerprint module is used to evade the multiple appearances of the
voters [1][4].
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Fig.1 Fingerprint Analyze Module

In this process, the voter's fingerprint is first verified and then they will be processed to the
voting process. After the voting process, the vote will be counted and updated into the server then the
updated server will save the votes in the separate blockchain. A separate block is created for each
candidate and each candidate's vote will be saved in corresponding blocks. Then the data are saved in
many different data servers for the backup process. Then the votes will be displayed on the main
server and will be monitored. In case of any fraudulent this data will be recovered from the backup
data and then voting process is continued.
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Fig.2 Voting Process Module

The field of blockchain has been drastically improving [14][15] since its introduction in 2008.
Initially, blockchain was introduced to build cryptocurrencies. Now research has been going on in this
technology to provide security. The main aim is to eliminate the need for a central trusted third party.
It uses decentralized systems wherein the data are distributed among the servers. Blockchain
technology is grounded on distributed ledger technical knowledge which may be used in financial,
real estate, logistics, election, and survey. The distributed ledger mechanism consists of several nodes
where each node is connected to every other network and each node has an entire copy of the
blockchain. Generally it is a p2p network [16][17]. When any new transaction is added to the current
copy, the block is broadcasted to all nodes. So, when the attackers try to change the data of the vote
count that can be identified easily. If the majority of the nodes vote for the same copy, then the data is
true. Blockchain technology uses cryptographic hashing functions like MD5, SHA 256, etc. The basic
block structure of blockchain involves block number, data, nonce, block hash, previous block hash
where the very first block is named as genesis block and the nonce value is used to add leading zeros.
A large number of zeros means more confidentiality. The transactions are stored in a tree-like
structure and the data is modified as hash value grounded on blockchain methodology. When the

attacker tries to change the data in a particular server, the data from the other server is crosschecked
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and verified. If any changes in the data among the servers in the decentralized system, it is confirmed
that the attack has been done.
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Fig.3 Server module

2. RELATED WORKS

The voter authentication mentioned in this study [2] helps in authenticating the voter with
enhanced accuracy. This system provides the execution time of the process that makes the voter to
vote easily without spending much time .The bilinear pairing in this study establishes a security
mechanism which reduces the size of data storage [18]. The main thing is that it ensures the
anonymity of voters.

Vishal, rishabh and vibhu [3] has proposed the online voting system using aadhar. This study
helps in the use of unique identification of a person in the voting mechanism."The study of
decentralisation and voter privacy [5] enhances the decentralized mechanism of storing the data that
improves the transparency. The block chain highly helps in keeping the privacy of the voters.The
study proposed by fridrik , hjalmarsson, gunnlaugur [6] helps in evaluating the difference between
the existing voting system and the block chain voting system. The different implementation of block
chain in bit coins like ethereum will also be used to build the smart contracts enabling secure election.

The block chain based voting in this system [7][8] proposed by sagarshah et.al & Kashif et.al
ensures the block chain implementation using distributed ledger technology that allows the p2p
network in identifying the suspected nodes [9][10]. This procedure consists of four modules which
include the use of the fingerprint sensor, NODEMCU, vote machine, display, web server and vote
monitoring components.

The first module includes the identification and analysis of the finger print of the voter and
then the voting process is continued by the voting machine and then the votes are encrypted as a hash
value and stored. This voting is secured by block chain technology. This vote will be monitored by the
main server and the multiple copies of this data are stored in the multiple secure servers in different
areas, to avoid any cyber-attack and this helps in providing a secure voting process.

3. METHODLOGIES

The general module of this system consists of an fingerprint module which is attached to the
NODEMCU and to an LCD display. the second part consists of the voting machine which is linked to
the server
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Fig.4 Block Diagram

@) Inviting to vote: The user will have to log in to the polling system using his
identifications. In our arrangement, the E-Voting system will use his finger print
information presents in Aadhar card, and the voting confirmation details are provided
back to registered voters by the local authorities. The procedure will check all data
entered and, if matched with a valid voter, the user will be authorized to cast a vote. This
E-Voting system won’t allow members to create their individual identities and record to
vote.

(2) Casting a vote: Voters can have two choices; vote for one of their favorite applicants
or make it as protest vote. Voting can be done by a simple sophisticated user interface.

(3) Encryption of votes: After the user casts his vote, the system will produce
information that holds the voter identification number, the name of the voter and hash
value of the preceding vote. Like this, each input will be exclusive and also guarantee the
unique encrypted output. The data associated with each vote will be encrypted using
SHA-256, which is one of the hash functions, will be saved in the block header of each
vote cast. This type of hashing votes is impossible for reverse engineer and therefore there
are no ways to retrieve the voters' information.

(4) Moving the vote to Blockchain: A separate block is generated based on the candidate
nominated, the data is saved in the respective Blockchain and every block gets connected
to it’s the earlier vote.

4. VOTING PROCESS

Voting is the process of electing the candidates. Generally in a democratic nation election
plays a major role in choosing the right person. The voters are allowed for the voting process once for
an election. To maintain the integrity in this election, the voter are only allowed to vote after their
biometric and basic information is verified. The voters can vote to their beloved candidate by pressing
the corresponding button of their beloved candidate’s symbol once. The vote count of the
corresponding candidate is updated to the main sever and then converted into hash value and stored in
block which forms block chain.
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Fig.5 Voting Cycle

Citizens were able to cast their vote using only the internet connection and an Aadhar
card. The Aaddhar ID to be used in this system should be designed to run on an Java platform
and to be protected with 2048 bit PIN [11]. It should be able to generate signatures using
SHA1/SHAZ2 [12] and the card is simply used for authentication and encryption. The voter has to
authenticate using this ID, and if the voter is qualified to vote, the candidates list will be showed
and a voting can be done. Then vote will be encoded using the voting’s public key and signed
with the voter private key. Once the voting is done, it will be sent to a storage server which is
controlled by the blockchain [13]. If the voter presses the button multiple times, only the last
pressing will be considered as a valid one. This is done to prevent vote buying.

5. BLOCKCHAIN CREATION & FRAUDULENT IDENTIFICATION

Block chain is the chain like link of blocks that contains information and it is decentralized
one. It is generally used for secure transmission between the source and destination without any
intermediate. It also is used to transfer money and confidential information. Once the information or
data is added inside a block chain, it is hard to change.

5.1 GENESIS BLOCK

This is the very first block in the block chain. When a new block chain is created the genesis
block should be created immediately.
class BlockChain
{ public function __construct()
{
$this->chain = [$this->createGenesisBlock()];
$this->difficulty = 3;

}
private function createGenesisBlock()
{
return new Block(0, strtotime("2018-01-01"), "Genesis Block™");
}
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5.2 ADDING NEW BLOCKS

Before adding the new block we should know the last block in the chain, so that only we can
able to attach more blocks. For identifying the last block we are using getLastBlock() function.
public function getLastBlock()
{
return $this->chain[count($this->chain)-1];

¥

For adding the new block we are using the push function to insert the block. The newly
created block has the hash value of the foregoing block.
public function push($block)
{
$block->previousHash = $this->getLastBlock()->hash;
$this->mine($block);
array_push($this->chain, $block);
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Fig.6 Adding blocks to chain
5.3 VALIDATING THE BLOCKS

The blocks are validated and attached to the block chain by using the mine function.
public function mine($block)
{
while (substr($block->hash, 0, $this->difficulty) == str_repeat("0", $this->difficulty)) {
$block->nonce++;
$block->hash = $block->calculateHash();

¥
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Fig.7 Validating the block

5.4 FRAUDULENT IDENTIFICATION

The vote count is being updated simultaneously on the server and the corresponding hash
value of the count is being stored. The hash value of the present count is provided to the next hash by
using the block chain. If there is any change in the values of the vote count, the hash value will
change and it is reflected to the entire chain. If the chain breaks, the notification will be sent to the
admin and the process of voting in the particular area will be stopped. After the recovery process, the
voting progress will take place.

Generation of hash value

Data 1

Previous hash : 0

Hash: 000dc75a315¢77a1f9c98fb6247d03dd18ac52632d7dc6a9920261d8109b37cf

Data 20,000

Previous hash : 000dc75a315c77a1f9c98fh6247d03dd18ac52632d7dc6a9920261d8109b37cf
Hash : 000756bbee63ch615c36e5ef8f5059a46af0c9626851948df5e3e412d2b1db66

If anybody tries to change the data, the hash value will change. While validating , the block has
different values and it will collapse the entire chain.

Data 2,000
Previous hash: ba6cfadh243205194ea738248¢6d10c212865263b1b6dd453f650h3ecf8d7669
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Fig.8 Fraud Identification
6. CONCLUSION

The proposed system is successful in providing security for the votes that can change the
entire life of the people. The proposed system uses block chain and hashing methodology to provide
the anonymity of the voter. The security of the vote count is much higher than the conventional
technology and also it reduces the time in vote counting. This can be easily implemented in the polls,
which also reduces the man power. Block chain technology is now booming in various applications
like logistics, real estate, certificate verification and smart city applications. The efficiency and
reliability of the proposed system is well higher than the existing technologies.

The presence of the distributed system in block chain technology provides transparency. The
centralized system in the conventional technology can be replaced by the distributed ledger
technology which can prevent the attackers from modifying the result of an election. Thus by using
this system, democracy can be maintained. In future both 10T and block chain can pave the way for
new technologies that make our transactions more secured and connected everywhere.

In this proposed system, we are planning to merge the fingerprint module and the voting
machine into a single component. So that we can directly verify the 1D using fingerprint while voting
in the voting machine, which decreases the time consumption.
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