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Abstract

The web has become an indispensable part of our lives. Unfortunately, as our dependency on the web
increases, so does the interest of attackers in exploiting web applications and web-based information
systems. Previous work in the field of web application security has mainly focused on the mitigation of
Cross Site Scripting) and SQL injection attacks. In contrast, Cross Site Request Forgery attacks have
not received much attention. In an attack, the trust of a web application in its authenticated users is
exploited by letting the attacker make arbitrary HTTP requests on behalf of a victim user. The
problem is that web applications typically act upon such requests without verifying that the performed
actions are indeed intentional. Because is a relatively new security problem, it is largely unknown by
web application developers. As a result, there exist many web applications that are vulnerable to
attacks. Unfortunately, existing mitigation approaches are time-consuming and error-prone, as they
require manual effort to integrate defense techniques into existing systems. In this paper, we present a
solution that provides a completely automatic protection from attacks. More precisely, our approach
is based on a server-side proxy that detects and prevents attacks in a way that is transparent to users
as well as to the web application itself. We provide experimental results that demonstrate that we can
use our prototype to secure a number of popular open-source web applications, without negatively
affecting their behavior.
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I. INTRODUCTION

Now-a-days, web users are increasing in manifolds, at the same time attackers also increase in
proportionately. So the necessity of security in accessing web is a must for secure
organizations, defense personals and financial bank those interact with public. In 2010, Open
Web Application Security Project [1] reported the following most critical web application
security vulnerabilities that are been exploite Cross site request forgery attack (CSRF). This
attack is severe vulnerability in web applications[2]. CSRF vulnerabilities on the Internet. The CSRF
attacks are typically as powerful as a user, i.e. any action that the user can perform can also be
performed by an attacker using a CSRF attack. Consequently, the more power a site gives a user, the
more serious are the possible CSRF attacks[3]. For example, if the victim account has
administrator rights, this can compromise the entire web application. Customers are provided
with safe web services and too they are protected from many web threats[4]. The web has
become an indispensable part of our life. Unfortunately, as our dependency on the web increases,
so does the interest of attackers in exploiting web applications and web-based information.
There are more number of attacks which exploits the web application and integrity of the web
users[5]. By using the web browser, one can access webmail’s, online banking, community
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websites, search engines, and specific business applications for each sector, etc. from the private
network or from the Internet. They may contain sensitive information and it required an
authentication[6].

II. LITERATURE SURVEY

The detection of web-based attacks has received considerable attention because of the increasingly
critical role that web-based services are playing on the Internet. This includes web application
firewalls [1] to protect applications from malicious requests as well as intrusion detection systems that
attempt to identify attacks against web servers and their applications [1, 2]. Also, code analysis tools
were proposed that check applications for the existence of bugs that can lead to security
vulnerabilities [4, 7]. In particular, cross site scripting (XSS) attacks have received much interest, and
both server-side and client-side solutions were proposed. For example, in [3], the use of a variety of
software-testing techniques (including dynamic analysis, black-box testing, fault injection and
behavior monitoring) are suggested to identify XSS vulnerabilities. Alternatively, dynamic techniques
on the server side can be used to track non-validated user input while it is processed by the
application. This can help to detect and mitigate XSS flaws. Finally, in previous work, we
implemented a client-side solution [8] to protect users from XSS attempts. Unfortunately, these
solutions cannot be applied to the problem of cross site request forgery, because XSRF attacks are not
due to input validation problems[8]. The general class of cross site request forgery (XSRF) attacks
was first introduced by Peter W. in a posting to the BugTraq mailing list, and has since been picked up
by web application developers. However, it appears to be a little known problem in the academic
community and,as a result, has only received little attention The mitigation mechanisms for XSRF
that were proposed so far either provide only partial protection such as replacing GET requests by
POST requests, or relying on the information in the Referer header of HTTP requests or require
significant modifications to each individual web application that should be protected when embedding
shared secrets into the application’s output. Our solution, on the other hand, attempts to retain the
advantage of a solution based on shared secrets[10].

RESEARCH METHODOLOGY TO BE EMPLOYED

Plaintext
input Encryption algorithm

Figure 1 Flow Of system Data
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This is used to conceal small blocks of data such as encryption keys and hash function Values which
are used in Digital Signatures symmetric cryptography, is any cryptographic system that uses pairs
of keys: public keys that may be disseminated widely paired with private keys, which are known only
to the owner. There are two functions that can be achieved: using a public key to authenticate that a
message originated with a holder of the paired private key; or encrypting a message with a public key
to ensure that only the holder of the paired private key can decrypt it. In a public-key encryption
system, any person can encrypt a message using the public key of the receiver, but such a message
can be decrypted only with the receiver's private key. For this to work it must be computationally easy
for a user to generate a public and private key-pair to be used for encryption and decryption. The
strength of a public-key cryptography system relies on the degree of difficulty (computational
impracticality) for a properly generated private key to be determined from its corresponding public
key. Security then depends only on keeping the private key private, and the public key may be
published without compromising security.

III. IMPLEMENTATION

Keys are generating to be requiring among a agreed identical set of algorithms, identify a
cryptosystem. Encryption algorithms which use the identical key for together mainly ’encryption-
decryption’” are recognized as ‘Symmetric inputs-Algorithm. A newer set of "community key"
‘cryptographic’ algorithms was imaginary in the Ninty70. These ‘’asymmetric input’’ algos use a
couple of keys or key paired “’public input and a confidential key’’. Communal inputs are in errand of
‘encryption or signature’ confirmation; private key are in support of decrypt and sign. Propose is such
that judgment out the private key is tremendously complicated, still but the parallel public key is
known. As that suggest involves extended computation, a key pair is often used to swap over an on-
the-fly ‘symmetric-key’, which will only be used for the existing session.
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Figure 2 . System architecture
Identity Key Generation: Access level.

The key invention component helps the users to share the information between source and destination.
After getting the confirmation response from the receiver side the sender fix the information and
encrypt it. At this time a key will be generated and sent to the receiver area. That key is useful for
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decrypt the data at receiver end. an individual that stores information from dispatcher and make
available resultant entrance to users. It may be mobile phone or stationary. Similar to the preceding
methods, and also suppose the storage nodule to partially confidence that is truthful but curious.A key
aggregate encryption scheme consists of five polynomialtime algorithms as follows.The data owner
establishes the public system parameter via Setup and generates a public/mastersecret3 key pair via
KeyGen. Messages can be encrypted via Encrypt by anyone who also decides what ciphertext class is
associated with the plaintext message to be encrypted. The data owner can use the mastersecret to
generate an aggregate decryption key for a set of ciphertext classes via Extract. The generated keys
can be passed to delegatees securely (via secure e mails or secure devices) Finally, any user with an
aggregate key can decrypt any ciphertext provided that the ciphertext’s class is contained in the
aggregate key.

In this we allows the user to register their identity into the system with proper input parameters.
The key generation centers play a vital role in it, which generates public/ secret parameters . The key
authorities consist of a central authority and multiple local authorities. Assume that there are secure
and reliable communication channels between a central authority and each local authority during the
initial key setup and generation phase. Each local authority manages different attributes and issues
corresponding attribute keys to users. They grant differential access rights to individual users based
on the users’ attributes. The key authorities are assumed to be honest but curious. That is, they will
honestly execute the assigned tasks in the system however they would like to learn information of
encrypted contents as much as possible. Identity Key Generation The key generation module helps the
users to share the information between source and destination. After getting the confirmation
response from the receiver side the sender fix the information and encrypt it. At this time a key will be
generated and sent to the receiver area. That key is useful for decrypt the data at receiver end. As well
as an entity that stores data from senders and provide corresponding access to users. Misuse detection
refers to techniques that use patterns of known Clones e.g., more than three consecutive failed logins
or weak spots of a system (e.g., system utilities that have the “buffer overflow” vulnerabilities) to
match and identify Clones. The sequence of attack actions, the conditions that compromise a system’s
security, as well as the evidence (e.g., damage) missing at the last by Clones can be characterize by a
numeral of universal prototype identical representation. The key advantage of misuse detection
systems is that once the patterns of known Clones are stored, future instances of these Clones can be
become aware of effectively and efficiently. Though, recently imaginary show aggression will
probably go unobserved, most important to intolerable fake downbeat fault traffic.

IV .Result and Analysis:
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Result the blue line show that in same amount of time we encrypt more data with hybrid algorithm
were as in previous the red line show that with the same amount of time it encrypt less data with
single algorithm. The Previous Technique contents, the low Encryption Method, Single layer Still it
required more time for the encryption of data. Since, our technique consists of hybridization of two
Method still, it required less time as compare to the previous method. The y axis give the data packet
size and the x axis gives time require for encryption. the previous method only protect data from
insider attacks but it does not protect the data from outsider attacks so it only has the data security
upto 70% but in your method of hybrid we protect the data from insider as well as outsider so your

method give 90 % of secured data system.

V. CONCLUSION

In this paper, Result has been discussed which shows to prevent CSRF attacks on
the server side, banks and merchants should transition from cookies that perform session-tracking to
session tokens that are dynamically generated. This would make it more difficult for an attacker to get
a hold of a client’s session.
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