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Abstract 

The data and network security have been anissue of primary concern for most of the organizations 

as dependence on the exchange of information has increased exponentially. Network monitoring 

has now become an essential information protection aspect of defending attacks. Intrusion 

detection system (IDS) plays a vital role in network monitoring tools such as Wireshark and Snort. 

Wireshark and Snort can monitor intrusive electronic information graphically on network 

processes or movements.Network management using IDS and intrusion prevention system (IPS) 

improves network connectivity, efficiency and security. The Snort-IDS/IPS intrusion detection and 

prevention system is an open-source network security tool that has been used extensively to protect 

the organization’s network. In this article, we captured network traffic in real-time using Snort, 

and analyzed those captured packets by Wireshark for a detailed network analysis report. We also 

examined these packets in real-time. 
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1. Introduction                               
    Our internet dependency has significantly increased. With that internet usage, various security 

threats have emerged, which placed organizations and individuals at risk for secrecy, credibility, 

and access to online data. There are other strategies for combating these attacks, including anti-

viruses, firewalls, and IDS. While all techniques couldbe used at the host level, network intrusion 

detection systems have been designed to monitor activities and detect risks infesting individual 

network objectives. Network intrusion detection systems are specialized IDS. 

    Snort is the open-source IDS framework for intrusion prevention,analyzes traffic and monitor 

packets on IP networks.  For the data packets traffic, the Snort-IDS uses the rules. Snort-IDS 

generates alert messages if a packet matches those rules. It can analyze protocols, search and fit the 

content and can be used for a variety of attacks and samples. It sniffs the network packets and 

matches every received packet with its rule collection to detect any maliciousbehavior. 

    The statistical tools of Wireshark are one of the strengths. To create statistics and graphs, the user 

may use network traffic knowledge. To crack down the authenticated files, users can use the 

Decryption Techniques of the application. Wireshark has a default three-pane packet explorer that 

can support the caught packet in any detail. In this job, we define the violation by finding the real 

network traffic with Snort and examine the captured packet in depth using the Wireshark network 

monitoring method. We monitor actual traffic from the wired or wireless media and track intrusions 

on snort. Snort uses the predefined law to track a network state. It can provide a compact packet 

detail. When the packet just meets the requirement, it is registered, and packets dropped otherwise. 

For the thorough review of the selected packet, these recorded files have been imported into the 

Wireshark interface.   

2. Literature Review 
Author [1] implemented a network intrusion system using an anomaly tool by considering machine 

learning. This method recorded the live network transmission and used Wireshark and snort for 

thorough study. Wireshark developed the I/O graph of caught network packets that shows the 

network dynamics information and an overview of the problems.  
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In [2] author presented a method that uses Wireshark in the analysis of network protocols. He used 

analysis to detect conventional network threats, such as port search, hidden FTP and IRC networks, 

ICMP-based attacks, Bit-Torrent denial services, etc. He has also demonstrated that packet 

inspection can identify a wide variety of security vulnerabilities and assaults on networked 

computer networks.   

In [3]author proposed a framework to avoid distributed denial of service (DDOS) attacks in cloud 

computing employing Snort IDS / IPS and Wireshark. Further, author clarified the services 

available on-demand in cloud storage to allow the consumer to access such services through the 

internet. Denial of service (DOS) and DDOS are the most significant attacks which take advantage 

of cloud computing vulnerabilities. The author offered an experimental design to prevent DDOS 

attacks but factors such as consistency and expense were not considered. 

In[4] author showed that the network protocol analysis is a sniffer to collect data for analysis and 

technical understanding of packets. A comprehensive study of network attacks with protection, 

network sniffer, and protocol analyzer was presented. 

In[5] author proposed method to test the efficiency and identification accuracy of the distributed 

denial of service attack in terms of TCP flooding. The paper examined significant factors that 

influence the efficiency and detection abilities of snort and proposed strategies for improving the 

IDS. The studies have shown that improved equipment can use to strengthen snort's handling 

efficiency. 

3. Snort as NIDS 
    Snort is a Sourcefire built open-source network intrusion and sensing program (IDS / IPS). Snort 

is the most widely used IDS / IPS technology in the world and brings together the advantages of 

signatures, protocols, and specifications based on exceptions. The Snort is an avoidance and 

identification IDPS (Intrusion Detection and Prevention System) thatprimarily study concepts 

related to identification of signature and irregularities [1].Snort compares network path signatures 

with preset signatures in the Snorts library or database that can be continually modified while 

signature-based identification produced. If the pattern is matched with the detected signature, it 

improves output, but no new attack styles are identified that do not exists in the snort database. 

    Snort will undertake traffic analysis and packet logging in real-time on Internet Protocol (IP) 

networks. Snort analyzes, checks, and matches for protocols. The software may also identify 

samples or threats, but not just fingerprinting attempts, symbolic URL assaults, buffer overflows, 

application message chain tests, covert port scans [3]. 

4. Analysis Capabilities of Wireshark 
    Wireshark is a packet analyzer for the network. A network packet analyzer tends to be accurate 

with captured packet details. In real-time, this program analyzes network traffic. Wireshark has the 

I/O graph that sums up the packet's transit. Drilling I/O Graphs show the total traffic, generally 

measured in bytes or packets per second, on the capture file [6]. The network communication is the 

link between two different endpoints. The communication window consists of addresses, packet 

and byte counters, beginning time and duration of conversation along with bits/sec in each 

direction. There are specialist details on the malformed packet and the extent of the packet and 

packet number in Wireshark. The identification in which IP to connect may be performed in a 

precise manner, for example, graphical analysis [7]. 

 

5. Methodology 
    The methodology defines the process used to get the final analysis report of the captured live 

data packets. A snort from the internet will achieve live data packets. A snort is an open-source tool 

that matches predefined signatures with the captured packets and sends alert messages to the user if 

any match found. In our methodology, we used Ethernet cable to get access to the internet so that 
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we can get an accurate flow of data packets. After initializing the capturing process, Snort creates a 

log file in its directory in which it stores all the captured packets. The log file consists of all the data 

packets with their alert messages. A log file is created by Snort that stores all the captured packets 

with their alert messages. The log file is exported to Wireshark to analyze the captured network 

packets. Wireshark generates every single detail about the packets of the log file. 

 
Figure 1. Architecture of network analysis process using Snort and Wireshark 

 

6. Experiment 
6.1 Snort Configuration 

    We first visit < http:/www.snort.org/ > to configure Snort and only get to use Snort and the 

guidelines. Snort Configuration: We need Winpcap tools to store packages to run snort on 

Windows. By using C:\Snort etc, get the snort.conf file and open this WordPad file, we took all the 

measures needed to create our custom configurations. 

Table1. Snort Configuration 

 

For configurations in the configuration file, we have to snort the snort.conf file address. 

snort -v -c \etc\snort\snort.conf 

 

The following command used to collect data packets from the network: 

Snort –i 6 –c c:\snort\etc\snort.conf –A console 



International Journal of Future Generation Communication and Networking 
Vol. 13, No. 3, (2020), pp. 509 - 515 

512 
 

ISSN: 2233-7857 IJFGCN 

Copyright ⓒ2020 SERSC 
 

 
Figure 2. Live data packets captured by Snort with their alert messages 

Ctrl+C stops the packet capturing process, and provides a summary.   

 
Figure 3. Summary of captured data packets by Snort- NIDS mode - I 

 
Figure 4. Summary of captured data packets by Snort- NIDS mode - II 



International Journal of Future Generation Communication and Networking 
Vol. 13, No. 3, (2020), pp. 509 - 515 

513 
 

ISSN: 2233-7857 IJFGCN 

Copyright ⓒ2020 SERSC 
 

    The collected data is stored for each IP address in packet logging mode in a directory hierarchy 

of subdirectories. The file structure for collected information is now used by regular snort tcpdump 

(pcap) so that all data gathered go into one server. Utilizing the "-K ASCII" method, the client uses 

the remote or localhost address to build subdirectory and log packets [8].  

    Snort logs the packets from the host to host that flow from both. Snort uses the remote address of 

the device as the directory where packets are stored and uses localhost address when defining a 

basic -l-option. In conjunction with the home network, we must inform Snort which network is the 

house (local end) network and should use the "h net/mask" option to log into remote folders with all 

traffic captured: 

snort -de -K ASCII -l \tmp\snort-log \ 

         -h 192.168.1.0/24 -c \etc\snort\snort.conf 

6.2 Export to Wireshark 

    For a detailed analysis of the captured packet, the produced log file is exported to Wireshark. 

Here the study of the different protocols is performed. If the file is accessed, all the data gathered 

can be viewed. It displays the packet source and target address, the protocol, and the packet 

information. The figure below indicates the network traffic reported and imported from the 

Wireshark interface by the snort. Through picking a package, one can see the specifics of each 

package.  

 
Figure 5. Data packet analysis by Wireshark 

7. Result 
    Wireshark is a flexible network packet analyzer method for collecting and reliably detailed 

packets streaming through the online network. It displays every aspect of the packet graphically as 

shown in Fig 5. The Header component consists of IP address, protocol, live field date, variant of 

the protocol, header duration, and specific categories of services. The header data is displayed in 

the decimal format, while payload data presented in the hexadecimal form.   
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    A line pattern of the packets is shown on the I/O graph, as seen in Figure 6. The x-axis is the 

time interval per second, and the y-axis is the packets captured in every 10 seconds.  

 
Figure 6. I/O graph of captured data packets 

 

    The purpose of expert information is to give you a clearer understanding of unusual and 

remarkable network activity and to render network problems for novices and experts faster than the 

manual analysis of the packet list [9]. 

 
Figure 7. Expert information on captured data packets  

 

8. Conclusion 
    The primary problem that every organization faces in this digital era is network security. 

Network monitoring has now been an essential information protection aspect of defending attacks. 

IDS plays a vital role in network monitoring tools, such as Wireshark and Snort. Wireshark and 

Snort can monitor intrusive electronic information graphically on network processes or movements. 

IDS and IPS network management improves network connectivity efficiency and security. 

    In this paper, we have discussed the NIDS properties of Snort used for intrusion detection with 

the help of predefined rules and alert the user by sending alert messages. A log file is created by 

Snort that stores all the captured packets with their alert messages. The log file is exported to 
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Wireshark to analyze the captured network packets. Wireshark generates every single detail about 

the packets of the log file. It gives details about frames, Ethernet, internet protocols, protocol 

hierarchy, etc.An I/O graph summarized the flow of the packet. It displayed the total traffic in the 

capture file, usually measured in bytes or packets per second. Expert information gives details of all 

the protocols used during network analysis. 
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