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Abstract

Internet of things is the term coined for all the devices that are connected and can exchange data.
With the advent in technology, growth of the IOT industry has become extensive. 10T universe has
made it possible for users to remotely monitor their network connected devices. However, loT systems
comprising Wireless Sensor Networks (WSNs), Radio Frequency Identifications (RFIDs), and cloud
computing are exposed to numerous data privacy and security threats including intrusions, Denial of
Service (DoS) attacks, spoofing attacks, Distributed Denial of Service (DDoS) attacks, malwares,
jamming, eavesdropping amongst others[7].The larger number of the present day security solutions
proliferate heavy computation and communication load for loT devices, Most of the outdoor nodes
and devices do not have high security protocols which make them highly susceptible to attacks. The
review focuses on providing solution by implementing deep learning techniques to tackle the
discussed issues.
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1. Introduction

10T and cloud computing are being increasingly developed and deployed in various domains. Many
IOT devices are personal to the individuals requiring high security and cannot afford to get
compromised. For instance, in the healthcare domain to optimize patient safety, and operational
efficiency the need for more secure infrastructure to protect data privacy has become a priority.
However, the integration of 10T in the medical industry brings several challenges, including data
storage, exchange of data between devices, security and privacy, and unified and ubiquitous access.
Another issue with having 10T devices is to schedule burgeoning mobile network traffic. This ever
growing traffic needs to be scheduled in real time and should be reliable.
This review gives an insight on how deep learning methodologies can be implemented for detecting
the attacks on loT devices and about the various attacks associated with the different layers of loT
networks. An 10T system is shown in figure 1. The paper is collocated as follows:

e Compendious analysis of various threats and attacks in the 10T systems layerwise.
e Overview of DL methods, algorithms and applications for securing 10T systems.
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Figure 1. 10T System

2. Related Work

10T networks are heterogeneous in nature and are speculated that for massive scale deployment of
lIoT devices existing internet will not suffice, which will also hinder the adaptability of advanced
security solutions [1]. Authentication and authorization, privacy, end data security and trust among
different devices of 10T are few open issues related to IOT security [2].
Security risks can be classified into cyber and physical attacks [3] potential methods for securing 10T
using machine learning are required. Embedded security framework and architecture for lightweight
security protocol that secure the operating system have been suggested in [4]. An algorithm has been
developed and evaluated for Internet Protocol IPV6 and Low Power Wireless Personal Area Networks
(6LOWPAN) security that provides end-to-end security for 10T using IPSec technology
[5].Distributed and centralized division of IoT architecture makes it more challenging to implement
security methods [6].An architecture with three platforms is proposed in [7] to tackle various
challenges of unclear architecture and no specific standards.
Three types of interloper namely individual, organization and intelligence agencies are identified and
a survey is done on how to tackle the issues related to security challenges [8].Machine Learning and
Deep Learning techniques can provide the solution for various 10T threats and that can bridge the gap
between existing threats and solutions [9].Aspects of Deep Learning are inspected to incorporate them
to challenges introduced by big data analytics[10]. Edge computing can help in providing solutions
for 10T security by moving service from cloud to edge network [11]. Cloud and Fog computing can be
deployed to identify a malware and concurrently restraining it [12]. IOT systems generate large
dataset and traditional machine learning approach doesn't fully give the security needed whereas deep
learning methods prove to be superior when dealing with the large dataset. These algorithms are able
to emulate the human brain’s capability to perceive, discern, assimilate, and incorporate decision,
especially for extremely complex problems. Different DL algorithms are discussed that can be useful
for providing higher security[3]. DL and ML require tremendous data and resources like memory,
computation and energy, which are limited in case of 10T devices, hence deployment of DL becomes
challenging [13]. I0T security needs to be characterized according to the 10T environment [14].

3. Security Challenges and Threats in 10T Deployment

Two major concerns for the 10T network are security and privacy. 10T makes it possible for
physical devices to interact amongst each other and with the surroundings and usually these
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surroundings are heterogeneous in nature. Hence, the need for a comprehensive security of both the
physical device and network is required [28]. However, the diversity of 10T systems creates more
challenging and complex security needs.

The 1oT device not only poses threat in the application domain but also for the device itself. These
issues have been time and again discussed in various perspectives of attack environments e.g.
communication, data, malware, cyber and physical attacks [34]. In essence, the extensive deployment
of 10T devices over the last decade has also increased the attack surface and as most of these devices
have limited resources employing sophisticated technigques to mitigate the attack becomes strenuous.
lIoT devices use different modes of communications such as IPV6, 6LowPAN, Bluetooth Low
Energy, Long Range Wide Area Network and many more and these technologies have their own
limitations. Broadly these threats can be classified as cyber and physical [3].

In physical attacks, the attacker pulverizes the sensors and end nodes thereby, completely hindering
the operation. Although, these attacks can be unintentional also as 10T nodes are expected to be
anywhere and everywhere in the external world so sometimes natural calamities can also affect the
working [24]. Cyber attacks can be divided as active and passive.

Passive attacks are employed by listening to the communication channels and stealing the information
over the network. In these kinds of attacks sensors are read and personal or valuable information can
be collected which is a threat to privacy.

Active attacks include obstructing,disarranging and modifying the information of the system. The
intruders eavesdrop the system and have the capability to take full control of it and impede the
services of IoT devices. An attacker can inject a malware,impersonate or can manipulate the
information. In any such situation, data can be altered affecting the proper functioning of a system.
The attack detection based on DL methods can take two approaches either by rule or by behavioral
based [25]. Rule based techniques are superior when attacks are extensions of already existing attacks.
It becomes challenging when the attacks are unique. So, the behavioral approach is being used which
can easily detect new or unique attacks as it looks for anomalous behavior in the system so for any
abnormal behavior will be tagged as an attack[26].A summary of various DL methodologies and
attacks have been listed in the Table 1.

Table 1. Summary of studies on DL for 10T security

Attacks Layers Methods Performance Reference
Implemented Papers

Perception Conditional Deep | Temporal  attack | [28]

Layer belief network patterns

Perception Virtual ~ Channel | Inspecting  Valid | [29]

layer space and Machine | device’s  virtual
learning channel

characteristics.

Perception CNN based Power | Energy Anomaly [33]

Layer disaggregation and

Application Prediction

Layer

Perception DL based| Spatial Diversity [27]
Layer authentication(

DNN,CNN,CPNN)

Network Auto Encoders Normal and | [31]

125
ISSN: 2233-7857 IJFGCN
Copyright ©2020 SERSC



International Journal of Future Generation Communication and Networking
Vol. 13, No. 1s, (2020), pp. 123-129

Layer anomalous traffic
features extraction

Network LSTM-RNN Malicious behavior | [32]
Layer of nodes

Network Stacked Auto | Profiling deviation | [35]
Layer Encoder of normal and
abnormal behavior

Network Deep Learning | Increase in number | [38]

Layer based attack | of Packets received
detection

Transport Stacked auto | Un-authorized [37]

Layer encoder- ANN Traffic

Transport ANN Protocol Headers | [30]

Layer to learn the attacks.

Application CNN Classification [39]

Layer accuracy

Application Stacked Auto | False [36]

Layer encoder Positive,accuracy,

Scalability

4. Deep Learning Methods:

4.1. Recurrent neural networks

RNN are essentially being deployed for predicting sequential data like in text prediction or speech
recognition [16]. RNN encompasses a temporal layer which will take not just the current input but
also the inferred foregoing input to apprehend sequential information and then assimilate all the past
inputs with the current input in the hidden layers. Long Short Term Memory (LSTM), a variation of
RNN consists of a cell that can store the previous information [32]. This feature of RNN can be
implemented to detect the time series attacks in 10T devices as they generate sequential data [3].

4.2. Deep Autoencoders

These are the unsupervised neural network which converts the input into some form of code and
then reconstructs it by learning meaningful features from the coded input. In [17] AEs are trained on
benign datasets so whenever a malicious data is found in network AEs won't be able to reconstruct it.
The model is successful in minimising the false prediction. AEs have paramount capability to extract
the features for representation learning[17].By implementing multiple Deep autoencoders to form one
model has been proposed to detect malicious javascript[14].

4.3. Restricted Boltzmann machine

RBM layers can be classified into two types i.e. hidden and visible layers and there is no
connection between same layers. Contrastive divergence learning is used to train the RBM networks
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[RBM]. The said property of RBM can be used to detect the anomaly in the dynamic and unlabelled
data [18]. Though single RBM is not of very much use but they can be stacked together to form DBN.

4.4. Deep belief networks

DBN are made up of distinct layers of restricted Boltzmann machines stacked together and can be
called as generative models [19]. These models can be trained by using greedy algorithms which can
be applied to one individual layer at a time. DBN can be used to detect the anomalous code from the
raw data in a standalone environment and can also be integrated with auto encoders to form a
detection model [20]. DBN is an unsupervised training model that can be trained on unlabelled data
but they can’t be implemented on devices with constrained resources.

4.5. Generative adversarial network

GAN consists of generative and discriminative models [3] which are trained concomitantly using
adversarial process. Generator network generates the data and the discriminator will predict whether it
is a generated data or is from a real sample.GAN can be implemented to discriminate the anomalous
behavior of the network from the normal one. A GAN framework to identify malicious network
traffic is proposed in [21].

4.6. Convolutional Neural Network

CNN network contains alternate multiple convolutional and pooling layers for initial stage and
then have fully connected layers.The network is characterized by sparse interaction and weight
sharing because of the use of multiple kernels which are shared by all locales in the
image[23].Multiple kernels having the same size are used to perform the convolution operation and
the size of input is reduced in the pooling layer either by using max or average pooling. In max
pooling the input is being divided into small non overlapping regions and a stride to find the
maximum value from all the regions is done whereas in average pooling the average is taken for the
values [22]. CNN can be used to detect the malwares in 10T devices as they can automatically
comprehend features from the unprocessed data.CNN can be implemented to assimilate malware
signatures from unprocessed data without requiring to hand code it. Disassembled code from an
android app is treated as text for processing [15].

5. Conclusion

With the growth of the loT industry the dependency on technology has begun to proliferate and the
necessity to secure 10T devices has become the need of the hour.In addition to this a customized
security for the devices has also become important owing to the heterogeneity of IoT ecosystem. A
broad overview of various attacks on 10T devices with the ongoing research are discussed in this
survey. Also, Deep Learning methods that can be used to develop robust analytical tools to enhance
security are reviewed. Though many methodologies have been implemented, research attempts to
secure the zero day attacks and a unified solution should be provided that can work irrespective of any
platform for authorization, access control, and secrecy for clients and devices, clandestineness
between devices and users.
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