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Abstract

Mobile Ad-Hoc Networks (MANETS) have become essential in various civilian
and military applications. The mobility of the nodes is exploited to obtain required
information in difficult and hostile terrain. The effectiveness of the collected information
can also be increased by setting up communication between the mobile nodes. Since,
these nodes depend upon limited power supply/battery backup, it is imperative that,
energy conservation in the nodes should be given primal importance.

Due to the mobility of MANET nodes and limited energy supply, reactive routing
protocols, which establish routes on-demand are preferred over proactive routing
protocols, which continuously update routing information as soon as some changes occur
in the network. Recently [1], Quality of Service (QoS) mechanism was built over reactive
routing protocols. However, many MANET applications collect large volumes of data,
which needs to be transmitted through the network by using these reactive routing
protocols. Routing such large volumes of data can easily drain out the energy reserves in
MANET nodes. It is essential that, QoS mechanism for MANET should be made highly
energy efficient.

In this work, the QoS mechanism proposed in [1] is extended to achieve better
energy efficiency. Co-operative Communication mechanism is introduced to achieve this
goal. This mechanism utilizes the suitable neighbor nodes around the routing path to
share the routing load, and achieve energy conservation. The proposed mechanism is
implemented in Network Simulator 3. Empirical results demonstrate the excellent energy
efficiency achieved by the proposed mechanism over the QoS mechanism described in [1].
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1. Introduction

MANET comprises a set of mobile nodes which interact with each other
through shared wireless channel. MANET is a multi-hop and dynamic wireless
network. The mobile nodes collect neighbor node information through Local
Broadcasting. The nodes which are in the transmission range of a particular node are
considered as neighbor nodes. Each node also serves as router for routing the data
packets.

MANETs are extensively used in disaster recovery and in military
applications. Also, MANETs are becoming increasingly popular in civilian
applications. Due to the critical nature of many applications, implementing QoS
becomes extremely important. For example, disaster management applications
require the collected data to be sent in a particular time interval, otherwise, the data
might become stale, and any counter actions taken may have little significance.

QoS is defined by United Nations consulative committee for International
Telephony and Telegraphy as The collective effect of service performance which
determines the degree of satisfaction of a user of the service.
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In wired networks, QoS is implemented through various mechanisms such
as-adding plenty of resources in the network, reserving the resources based on
application QoS requirement, differentiating

QoS data traffic with normal data traffic etc. However, there are significant
drawbacks in implementing these methods in MANETS, which are listed below:

1. MANETSs suffer by poor bandwidth issues due to limited resources and node
mobility.

2. Frequent disconnections between MANET nodes occur due to dynamic topology.

3. MANET nodes are plagued by limited computational resources, which reduce the
scope of performing complex data processing.

4. Maintaining updated network state information is difficult due to the limited
computational ability of MANET nodes.

5. Many QoS mechanisms require signaling packets to be transmitted, which will
compete with data packets for network resources.

6. Lack of connection admission control mechanism makes QoS model to lose some
effectiveness.

Recently, a computationally light QoS mechanism for MANET was
proposed in [1]. This mechanism addressed 2 QoS parameters-minimum bandwidth
and maximum delay. The first QoS parameter specifies the minimum required
bandwidth that, every node in the routing path should provide, and the second QoS
parameter specifies the maximum delay that, a data packet can experience from
transiting between source node to destination node. The suitable route discovery
was performed through the aid of Dynamic Source Routing (DSR) protocol.

One of the essential drawbacks in the QoS scheme described in [1], is the
issue of Network Lifetime. Consider a scenario where a chosen route by the QoS
scheme proposed in [1] satisfies all the specified QoS constraints, but, after
transmitting considerable number of data packets, there is a high probability that,
many nodes in the routing path might drain significant energy, this situation can
lead to network disconnection. Hence, it is crucial that the QoS mechanism
proposed in [1] is extended to achieve better network life time.

The following contributions are made in this work:

1. The QoS mechanism proposed in [1] is extended so that, a single route is not
overburdened to perform data transmission. A set of feasible routes are selected,
which share the data transmission load, along with satisfying the required QoS
constraints.

2. The applications are prioritized, such that, the critical or highest priority
applications are given the best available resources, and the selected routes always
satisfy the specified QoS constraints. The lower priority applications are provided
with those routes which almost satisfy the specified QoS constraints.

3. The above mentioned goals are achieved through cooperative communication
mechanism. Every node, which is part of the routing path of one or many
applications, will maintain a suitable neighbor list, such that, these neighboring
nodes can almost satisfy the required application QoS constraints. Two node energy
thresholds are defined. The first threshold when reached, the respective node will
stop providing data routing service to lower priority applications, and will only cater
to the highest priority applications. In this situation, the neighbor node which can
provide alternate path is selected and will replace the old node in the routing path.
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The second threshold when reached, the respective node intimates the source and
destination node that, it no longer can be part of the routing path, and requests a new route
discovery for the highest priority application. This distributed load sharing mechanism
achieved through cooperative communication philosophy will aid in extending the
network lifetime.

4. The proposed scheme is implemented in Network Simulator 3, and it is compared
with the QoS scheme proposed in [1]. The empirical results demonstrate the superior
network lifetime conservation advantage of the proposed scheme over the QoS scheme
proposed in [1]. This paper is organized as follows: section 2 describes the related work in
the area. Section 3 presents the proposed technique. Section 4 presents the empirical
results. Section 5 concludes the work with future direction in this area.

2. Related Work

MANET node energy conservation has been one of the important design goals [2-
16]. Due to limited energy supply for MANET nodes, it is important to design routing
protocols which conserve node energy. Many innovative energy conserving routing
protocols have been presented [17-22].
In [17], an energy aware routing protocol was designed at the transport layer. This
protocol, conserves node energy by making the nodes idle for long durations. The nodes
are made active only if, there are data packet routing responsibilities.
It was observed in [18] that, large number of neighbors can lead to excess energy
drainage. Hence, a mechanism was presented in [18], which provided the flexibility to
nodes for controlling the number of neighbors.
In [19], it was shown that, the shortest path routing provides maximum benefits in
conserving node energy. The cost of the path also included energy consumption metrics
which were specially designed to achieve the said goal.
In [20], a new routing protocol called Local Energy Aware Routing (LEAR) protocol was
proposed. This protocol achieves beneficial tradeoff between node energy expenditure
and routing delay. It was shown that, this protocol achieves better energy conservation
than Dynamic Source Routing (DSR) protocol.
The CDMA networks, utilize power control loop technique for conserving energy. In
[21], this technique was applied on MANET, and energy conservation merits were
demonstrated. Heterogeneous MANETSs contain nodes with different structure and
responsibilities. These MANETS create new challenges in conserving node energy [22].
Clustering based routing protocols were proposed in [22] to conserve node energy.
The reactive routing protocols such as AODV and DSR require flooding of route request
packets in the network to identify suitable routes. In [23], it was observed that, this
flooding technique can cause significant node energy drainage. Hence, a new technique
for route discovery was presented, which replaced flooding with selective broadcasting.
Here, every node which receives route request packets will randomly identify some
neighbors for forwarding the route request packets. Empirical results demonstrated, the
energy conserving merits of the proposed selective broadcasting scheme.
The Denial of Service (DoS) attack can cause significant node energy drainage [3-14]. A
cooperative technique was proposed in [4] to detect and filter possible DoS attacks.

2.1 QoS Mechanism [1]

In [1], QoS mechanism was developed for MANETS. The application specifies 2
QoS constraints maximum delay and minimum tolerable bandwidth that should be
satisfied by the nodes of the routing path. This QoS mechanism is integrated inside the
route discovery stage of DSR algorithm. The DSR technique employs flooding
mechanism to identify suitable paths. The proposed QoS scheme ensures that, the
identified paths satisfy the specified QoS constraints.
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Figure 2: QoS Constraint-Minimum Bandwidth

Figure 3 illustrates the QoS oriented route discovery process for maximum delay
constraint. This constraint information is added into the route request packet (RREQ) by
the source node and broadcasted. The intermediate nodes after receiving the RREQ
packets, subtract their individual delay with maximum delay and replace the maximum
delay value with this new value. If the new value is negative, then, the node will drop the
RREQ packet.

Figure 2 illustrates the QoS oriented route discovery process for minimum
bandwidth constraint. Along with the maximum delay information, the source node adds
the constraint information into RREQ packets before broadcasting. The intermediate
nodes drop the RREQ packets if they are unable to provide the requested bandwidth,
otherwise, the RREQ packet is rebroadcasted. The ultimate goal of the QoS oriented route
discovery process is to identify those routes which satisfy both the QoS constraints.

The importance of QoS in MANETSs was described in [24, 25]. In [25], QoS
mechanism for stateless wireless ad-hoc networks was presented. The QoS was provided
through rate control for UDP and traffic management for TCP.

3. Cooperative Routing Technique

3.1 Application Priority Analysis

Assuming that, there are r applications being executed inside a given MANET.
The applications are denoted by aj, a»,...,ar. Each routing path will correspond to a single
application. The priority levels of the applications are represented in Equation 1. Here,
priority(a;) indicates the priority level of application aiand 1 <i<r.

priority(a:)> priority(az) > ... >priority(ar) (1)
Each application is associated with 2 QoS limiting factors, which are basically

used in the routing stage to decide the degree of satisfying the application QoS
requirements. These factors, which are defined for application ai, are represented in
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Equations 2 and 3. Here, 0 < a(aj) and 0 < B(a;). The first limiting factor is related to
maximum delay constraint, and the second limiting factor is related to minimum
bandwidth constraint.
first limiting factor = o(a) (2
second limiting factor = f(aj) (3)

3.2 Node Cooperative Table

Let, nj be a MANET node which is part of multiple routing paths. The node n;,
reactively builds a cooperative table to be used in routing stage, and which is updated in
predefined intervals. This table is represented in Table 1, which is the cooperative table
for nj . Here, nji is one of the neighbor nodes of n;, bw (nj;) is the bandwidth offered by nj;
, md(nji) is the delay induced to a data packet by nji and ec(nj;) is the energy cost of
transmitting a data packet from nj;.

3.3 Neighbor Node Scoring Function

To achieve node cooperation during routing stage, a scoring function is designed to
score each neighbor node of n;, and select the suitable neighbor node for routing
cooperation. This scoring function is represented in Equation 4. Here, score (nj;) indicates
the score of neighbor node nji. Higher the score, more beneficial will be the node for
establishing cooperative routing.

bw(n;,)
ec(n;, ) + md(n;,)

score(n;,) =

(4)

3.4 Algorithm

The cooperative routing algorithm is presented in Algorithm 1. The Algorithm flow
diagram is illustrated in Figure 3. Consider an instance, where the MANET node n; is part
of r routing paths [p1, p2, ... pi], where each pk(1 < k <r) belongs to the application ax, and
the priority of all these applications are represented in Equation 1.

Algorithm 1: Cooperative Routing Algorithm

Let, the node n; be part of routing paths p1, pa, ... pr.
Let, px (1 <k <r)) belong to application a.
The priority level ordering of applications as, as, ...,ar is represented by Equation 1.
The current energy level of n; is indicated by energy level(n;).
if energy level(n;) >T1(n;) then
Continue providing data packet routing for all the routing paths.
end if
if energy level(n;) < T1(n;) then
cooperative table(n;) indicates the cooperative table for n;.
Continue routing data packets for p; corresponding to application as.
for Each path px & (p2,ps ... pr) do
Let, next hop(n;j | px) indicate the next hop node for n; wrt path px.
for Each node nj; e cooperative table of n; do
Let, neighbor list(nji) indicate the list of neighbors for nj;.
if md(nji) <md(nj) + a(ax) and bw(nji) >bw(nj) - Aax) and next_hop(nj|pk) €
neighbor_list(nji) then
Calculate score(nj;) by using Equation 4
end if
end for
Select that neighbor node nj; which has the highest score.
Assign the incoming data traffic for path px towards nji.
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Intimate the source node of path px about this traffic migration and n; will get isolated
from path px.
if No suitable neighbor nodes available in cooperative table of n;for data traffic
migration then
Intimate the source node of path pi to discover new route.
if Suitable new routes are not available then
The source node can use the same path for data routing.
end if
end if
end for
end if
if energy level(n;) < T2(n;) then
for Each node nj; e cooperative table of n; do
if md(nj;) =md(n;) and bw(nj;) >bw(n;) and next_hop(n;| p1) e neighbor_list(nj;)
then
Calculate score(nj;) by using Equation 4
end if
end for
Select that neighbor node nj; which has the highest score.
Assign the incoming data traffic for path p1 towards nj;.
Intimate the source node of path p; about this traffic migration and n; will get isolated
from path p..
if No suitable neighbor nodes available in cooperative table of n; for data traffic
migration then
Intimate the source node of path p; to discover new route.
if Suitable new routes are not available then
The source node can use the same path for data routing.
end if
end if
end if

Two node energy thresholds are defined. The first energy threshold for node n; is
indicated by T1(n;) and the second energy threshold for node nj is indicated by T2(n;).
Here, T1(n;) > T2(n;).

If the current node energy level of n; falls below the first energy threshold, then, n;
continues to provide routing service for p1, but, comes out of all the low priority paths p>,
ps, ...., pr. There are two options available for n; to get isolated from low priority paths.
The first option, for each low priority path py, suitable neighbors are searched, which can
directly communicate with the next hop of n; in the low priority path. Also, these suitable
neighbors should satisfy the QoS conditions md(nji) < md(n;) + a.(ak) and bw(nji) > bw(n;)
- B(ak). Here, bw(nj;) > B(ak). If such suitable neighbors are found, then, by using scoring
function represented in Equation 4, n; will divert the incoming traffic for low priority
paths to such selected and suitable neighbors, and n; will get isolated from all low priority
paths. This implies that, the low priority application will now get a new routing path
which approximately satisfies the QoS conditions. For any particular low priority path, if
suitable neighbors are not available for data traffic migration, then, n; intimates the source
node of that particular path to perform fresh route discovery, which will not include the
node n; . If the source node is unable to discover suitable new routes, it can use the
previous registered routing paths.

If the current node energy level of n; falls below the second threshold, then,
suitable neighbor nodes which have the same QoS capacity, and which can directly
communicate with the next hop of n; for p: are searched. If such neighbors are available,
then, by using scoring function represented in Equation 4, n; will select the most
beneficial neighbor node and divert the incoming traffic of px to the selected neighbor.
This implies that, the highest priority application will get a new routing path, which
exactly satisfies the QoS constraints. If such neighbors are available, n; intimates the
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source node of that particular path to perform fresh route discovery, which will not
include the node n;. The source node can use the previously registered routing path, if new
suitable route is not available.
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Figure 3: Algorithm Flow Diagram

4 Results and Discussions

The proposed cooperative routing protocol is implemented in Network Simulator
3. The simulation parameter settings are presented in Table 2. For the ease of referring,
the proposed cooperative routing protocol will be referred as CQRP. This CQRP is
compared against the QoS mechanism proposed in [1], which will be referred as NQRP.
In NQRP, new route discovery is invoked, when any node in the routing path looses all its
energy reserves.

To perform empirical analysis on CQRP and NQRP, a metric called avgcp is
defined, which is represented in Equations 5 and 6. Here, n; is one of the node which was
involved in data packet routing for application ax, and this application might have used
multiple paths due to cooperative routing technique, energy_expense(n;) is the total
energy cost incurred by n; to route all the data packets of application ax, N(ax) indicates
the total number of nodes involved in routing all the data packets for ax and avgcp(ax)
indicates the average node energy consumption for ax.

energy_erpense(n;)

N(ar)

avgep(ag) = Y

n,cak

Q)
avgep = Z avgep(ay,)

(©)
The first experiment analyzes the performance of CQRP and NQRP wrt avgcp
metric, when the total number of MANET nodes is varied. The result of this experiment is
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presented in Figure 4. As the number of nodes increase, the cooperative tendency of
nodes also increase, due to increase in the number of neighbors, hence, the performance
of CQRP improves. The second experiment analyzes the performance of CQRP and
NQRP wrt avgcp metric, when the total number of data packets of all the applications is
varied, and this result is presented in Figure 5. Increase in data packets, will result in more
nodes reaching their energy thresholds, which invariably results in more node
cooperation, hence, the performance of CQRP also improves.

Table 2: Simulation Parameter Settings

Simulation Parameter Values

Number of nodes in MANET 200

Average number of neighbors per node 26

Number of applications 10

Path per application 1

aai)(1<i<10) Varied between 0 ms to 30 ms

B(ai) Varied between 0 kbps to 30 kbps

Node delay Varied between 10 ms to 100 ms

Node bandwidth Varied between 20 kbps to 150 kbps

Node data packet energy cost Varied between 50 Kj to 150 Kj

Node energy reserve Varied between 50 mj to 150 mj

First node energy threshold 40% of the total node battery energy

Second node energy threshold 70% of the total node battery energy

Application bandwidth requirements Varied between 60 kbps to 130kbps per
node

Application maximum delay requirements | Varied between 100 ms to 400 ms

The third experiment varies the average number of neighbors per node, and
analyzes the performance of CQRP and NQRP. The result of this experiment is presented
in Figure 6. It is obvious that, increase in neighbors will increase cooperative tendency,
and will improve the performance of CQRP.

The fourth experiment varies the minimum bandwidth parameter to analyze the
performance of CQRP and NQRP. Here, the term min(bw) refers to the minimum value
for bandwidth requirement among all the applications. The result of this experiment is
presented in Figure 7. As the min(bw) value increases, there will be few nodes, which are
eligible for cooperation, hence, the performance of CQRP reduces.

The fifth experiment varies the maximum delay requirement to analyze the

performance of CQRP and NQRP. Here, the term min(md) refers to the minimum value
for the maximum delay requirement among all the applications. The results of this
experiment is presented in Figure 8. As the min(md) value decreases, due to lesser node
availability to perform cooperation, the performance of CQRP reduces.
The sixth experiment varies the first node energy threshold values to analyze the
performance of CQRP and NQRP. The result of this experiment is presented in Figure 9.
When the value of TL1is less, frequency of node cooperation increases, hence, at such low
values of T1, the performance of CQRP is better.

In all the above experiments, due to the absence of node cooperation in NQRP, it
always suffers much more than CQRP wrt avgcp metric.
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In this work, a node cooperative routing technique was presented, which was extended
from the routing protocol in [1]. This proposed scheme achieves application priority
oriented QoS mechanism through the aid of two QoS parameters. Mathematical
framework was presented and utilized to design the proposed routing protocol. Empirical
results were analyzed on Network Simulator 3, which exhibited the merits of this

proposed routing protocol over the competing technique [1].

In future,

better

mathematical frameworks need to be investigated for achieving better energy
conservation results that were obtained in this work.
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